Horizon 2020
- European Union Funding (‘ X2 RAI L 2
for Research & Innovation

X2Rail-2

Project Title: Enhancing railway signalling systems based on train
satellite positioning, on-board safe train integrity,
formal methods approach and standard interfaces,
enhancing traffic management system functions

Starting date: 01/09/2017

Duration in months: 36

Call (part) identifier: H2020-S2RJU-CFM-IP2-01-2017
Grant agreement no: 777465

Deliverable D4.2
Functional architecture & Interfaces specifications &
Candidate technologies selection

Due date of deliverable Month 36

Actual submission date 31-08-2020
Organization name of lead contractor for this deliverable STS

Dissemination level PU

Revision 4th September 2020

Deliverable template version: 05 (13/02/18)


http://www.inaf.it/it/sedi/sede-centrale-nuova/direzione-scientifica/relazioni-internazionali/nuovo-logo-horizon-2020/view

Authors

Author(s)

STS

S. lovino
N. Ricevuto
M. Dalia

AZD
P. Gurnik

CAF
|. De Arriba Ruiz

INDRA
F. Parrilla
D. Batista

MERMEC
F. Inzirillo

Contributor(s)

BTSE
Thomas Eriksson

DB
Florian Wulff

RAILENIUM
Insaf Sassi

GA 777465

Page 2 of 217




Modification History

Issue Number Date

Section Number

Modification / Description

Author (Company)

0.1 First draft as discussed in S. lovino (ASTS)
25-May-2018 fourth F2F meeting N. Ricevuto (ASTS)
M. Dalia (ASTS)
0.2 7.1 Updated table 7.1 S. lovino (ASTS)
04-June-2018 N. Ricevuto (ASTS)
M. Dalia (ASTS)
0.3
06-June-2018 Removed “draft” from the S. lovino (ASTS)
documents version
Version for TMT
review
0.4 S. lovino (ASTS)
05-Septeber-2018 Updated for comments from N. Ricevuto (ASTS)
TMT review. M. Dalia (ASTS)
TMT review
0.5 S. lovino (ASTS)
05-October-2018 Updated for comments from N. Ricevuto (ASTS)
TMT review. M. Dalia (ASTS)
TMT review
0.6 all Updated Interfaces S. lovino (ASTS)
24-October-2018 Specification and included N. Ricevuto (ASTS)
ETCS backward compatibility. M. Dalia (ASTS)
0.7 Imanol De Arriba Ruiz
19-November- Par.7.3.2.2 Protocol stack in current TCMS (CAF)
2018
0.8 Sec.9 Candidate technologies F. Parrilla (INDRA)
27-December- selections D. Batista (INDRA)
2018
0.9 Sec.7.3.2.4 Euro-Radio over TCP/IP and S. lovino (ASTS)
17-January-2019 and Sec. 9.1 Product Classes compared N. Ricevuto (ASTS)
analysis M. Dalia (ASTS)
1.0 Sec 7.3 Updated interface
28- January-2019 Sec.7.3.1.1.2 specification, analysis of S. lovino (ASTS)
Sec.7.3.2.4 communication protocols and N. Ricevuto (ASTS)
and Sec. 7.3.3 physical interfaces. Added M. Dalia (ASTS)
Sec. 10 conclusion and appendix.
Appendix A
1.1 Sec 9 Candidate technologies F. Parilla (INDRA)

31-January-2019

selections updated.

D. Batista (INDRA)

GA 777465

Page 3 of 217




Messages
Redundancy of OTI Devices

1.2 All Editing Modification S. lovino (ASTS)
01- February-2019 N. Ricevuto (ASTS)
M. Dalia (ASTS)
1.2 Sec7.3.2.2 FRMCS analysis for application P. Gurnik (AZD)
04-February-2019 to on-board train integrity
1.3 Sec7.3.2.1 TD2.1 Adaptable F. Inzirillo (MM)
04-February-2019 Communication services
analysis for application to on-
board train integrity
1.4 Sec7.1 Updating of Interface S. lovino (ASTS)
13- February-2019 Sec7.3.1 Specification. N. Ricevuto (ASTS)
Sec 8 Communication Protocol M. Dalia (ASTS)
Appendix B ETCS Backward compatibility
Appendix C Virtual Coupling Applicative

1.5
16- February-2019

Section 7.3.2.5

Contribution to protocols
analysis

F. Parilla (INDRA)
D. Batista (INDRA)

Sections 6.4,

7.33.1,74,9.1,

7.1,7.2,7.3, Updated in relation to S. lovino (ASTS)
1.6 7.3.1.1.3, Railenium/Ifsttar safety N. Ricevuto (ASTS)
14-March-2019 7.3.1.3.7, analysis presented in Madrid M. Dalia (ASTS)
Appendix D, F2F meeting.
Appendix E
1.7 Section 9.6 Conclusions about candidate F. Parilla (INDRA)
14-March-2019 technologies selection D. Batista (INDRA)
1.8 Section 9.6 Powerline solutions for wired F. Parilla (INDRA)
21-March-2019 Section 9 communication. Answers to D. Batista (INDRA)
review sheet from AZD
1.9 Sections Completed comments from S. lovino (ASTS)
26-March-2019 7.3.1.2.4, AZD review sheet N. Ricevuto (ASTS)

M. Dalia (ASTS)

Appendix A
2.0 Section 9 Updated for comments about F. Parilla (INDRA)
03-April-2019 DB review sheet. D. Batista (INDRA)
2.1 All Upgrade for comments about S. lovino (STS)
12-April-2019 review sheets from N. Ricevuto (STS)
RAILENIUM, INDRA, BTSE. M. Dalia (STS)
2.2 Sections 6.2, Upgrade for comments about S. lovino (STS)
18-April-2019 6.3,7.2,7.3,7.4, review sheets from N. Ricevuto (STS)
Version for 8,9.1 RAILENIUM, INDRA, BTSE. M. Dalia (STS)
TMT review
GA 777465 Page 4 of 217




2.3

Sections 6, 7, 8,

Updated in relation to

S. lovino (STS)

requirements

04-June-2019 Appendix A. TMT/SteCo review N. Ricevuto (STS)

M. Dalia (STS)

2.4 S. lovino (STS)
05-June-2019 All Editorial comments from BTSE N. Ricevuto (STS)

M. Dalia (STS)

2.5 S. lovino (STS)
11-June-2019 Section 7.4.1 Editorial comment from BTSE N. Ricevuto (STS)

M. Dalia (STS)

2.6 S. lovino (STS)
19-June-2019 Section 7.3.1.3.6 | Editorial comment from STS N. Ricevuto (STS)

M. Dalia (STS)

2.7 Sections 2 and Acronyms added and figure S. lovino (STS)
1-Apr-2020 9.3.2 reference updated. N. Ricevuto (STS)

2.8 Sections 6 and 7 Updated for train length S. lovino (STS)
27-May-2020 determination N. Ricevuto (STS)

2.81 Section 7 Updated with feedback from S. lovino (STS)
17-June-2020 functional testing traceability N. Ricevuto (STS)

2.82 Sections 6.5, Updated for traceability S. lovino (STS)
22-June-2020 Appendix E respect to functional N. Ricevuto (STS)

2.9 Sections6and 7 | Updated for comments from S. lovino (STS)
13-July-2020 Moving Blocks team. N. Ricevuto (STS)
2.91 Sections 6, 7 Updated for comments from S. lovino (STS)
20-July-2020 and 9 BTSE, DB and INDRA. N. Ricevuto (STS)
2.92 Sections 6, 7 Updated for feedback from S. lovino (STS)
22-July-2020 and 9 Moving Blocks team. N. Ricevuto (STS)
2.93 Sections 6, 7 Updated for feedback from S. lovino (STS)
24-July-2020 and 9 BTSE. N. Ricevuto (STS)
2.94 Sections 6, 7 Updated for feedback from S. lovino (STS)
27-July-2020 and 9 Moving Blocks team. N. Ricevuto (STS)
3.0 Sections 7.1, Updated for comments from S. lovino (STS)
4-September-2020 73,74 TMT/SteCo review. N. Ricevuto (STS)

GA 777465

Page 5 of 217




1 Executive Summary

This document is focused on functional architecture and interfaces specifications for on-board train
integrity, as output from Task 4.3, and candidate technologies selection, as output from Task 4.4. Also
train length determination is addressed as output from Task 4.6.

Section 6 describes OTI functional architecture for passenger and freight scenarios in relation to OTI
Product Classes defined in D4.1.

Section 7 addresses interface specification at application level, protocol level and physical level. At
application level the interface specification is derived from the OTI functional requirements. A detailed
description is provided for each proposed input/output in relation with target scenario and OTI
functionality specified in D4.1. At protocol stack level four alternative solutions have been evaluate. An
high level analysis have been considered about applicability of communication solutions defined in
Adaptable Communication Services and FRMCS for OTI context in freight applications. Communication
over new generation TCMS has been explored in relation to passenger scenarios. Solutions from
DEWI/SCOTT projects are considered in relation to freight context. Finally the applicability of euro-radio
protocol is evaluated. At physical level different alternatives are considered both about peer-to-peer
communication or network oriented solutions.

Section 8 focuses on ETCS backward compatibility scenario ensuring full compliancy to CR940 with a
unidirectional communication between OTI and ETCS limited to train integrity status consisting in three
possible values: unknown, confirmed or lost.

Section 9 includes an analysis of candidate technologies as output of Task 4.4. A qualitative comparison
analysis among defined OTI product classes is reported in relation to overall life cycle including
installation impart and maintenance implications. Wireless technologies are evaluated and possible
options for applicability to OTI context are provide. Finally general guidelines for energy harvesting
application to freight application domain are provided.

Section 10 contains the conclusions for overall topics specified and analysed.
Appendix A includes OTI contribution to system level analysis.

Appendix B includes an example for Virtual Coupling Applicative Messages in relation to assumption
reported in D4.1.

Appendix C refers to redundancy for OTI DEVICES.
Appendix D includes the results of communication analysis respect to EN50159.

Appendix E reports the traceability matrix between the requirements specified in D4.1 (Ref. [1]) and
requirement specified in this document D4.2.
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3 Abbreviations and acronyms

Abbreviation / Acronyms Description

ACS Adaptable Communication System
CFM Communication Functional Module
CoAP Constrained Application Protocol
COTS Commercial Off-the-Shelf component
CRC Cyclical Redundancy Check

DMI Driver Machine Interface

ER Euro-radio

ETCS European Train Control System

EVC European Vital Computer

FRMCS Future Railway Mobile Communication System
FSM Finite State Machine

GPS Global Positioning System

GSM-R Global System for Mobile-Railways
IEEE Institute of Electrical and Electronics Engineers
IMU Inertial Measurement Unit

ISO International Standards Organization
IP Internet Protocol

IPs Innovation Programmes

IPsec Internet Protocol Security

MQTT Message Queuing Telemetry Transport
MVB Multifunction Vehicle Bus

OBU On-board Unit

OCN On-board Communication Network
OCP On-board Communication Protocol

OTI On-board Train Integrity

OTI-I Module for on-board train integrity monitoring
OTI-L Module for on-board train length determination
OTI-M On-board Train Integrity Master Device
OTI-S On-board Train Integrity Slave Device
PDU Protocol Data Unit

QoS Quality of Service

RBC Radio Block Centre

RCS Radio Communication System

RFID Radio Frequency Identification

RSSI Received Signal Strength Indicator
SFM Safe Functional Module

SoM Start of Mission

TCMS Train control and monitoring system
TCP Transmission Control Protocol

TDs Technical Demonstrators

TMS Traffic Management System

TIU Train Interface Unit

UDP User Datagram Protocol

WMC Wayside Maintenance Center

WSN Wireless Sensor Network
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4 Background

The present document constitutes Deliverable D4.2 “Functional architecture & Interfaces specifications
& Candidate technologies selection” in the framework of the Project titled “Enhancing railway signalling
systems based on train satellite positioning, on-board safe train integrity, formal methods approach and
standard interfaces, enhancing traffic management system functions” (Project Acronym: X2Rail-2; Grant
Agreement No 777465).
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5 Objective

This document contains description of:

e Functional Architecture Specification for On-Board Train Integrity based on the application
scenarios (e.g. Passenger and Freight) defined in D4.1 [1]

o OTI Interface specification, including ETCS - OTI interface based on functional requirements
defined in D4.1 [1];

¢ Candidate Technologies selection

Scope of Work for X2Rail-2 WP4 is to define requirements for On-Board Train Integrity and train length
determination functionalities.

ETCS rules to manage train integrity information inside Position Report messages and RBC rules to
manage the received train integrity information is out of the scope of WP4.

In general the operational rules, as example managing emergency situations in case of loss of integrity,
are out of the scope of WP4.
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6 Functional Architecture Specification

This section contains the functional architecture specification based on the functional requirement and
application scenarios defined in the D4.1 [1] (i.e. passenger scenarios and freight scenarios).

Functional architecture described in the following takes into account the most relevant differences
among OTI product classes defined D4.1 [1]. As example “wired” or “wireless” is remarked in the
considered on-board communication networks for classes 1 and 2. Presence of ETCS at both train
cabins is considered for class 1. Specific implementation choices for definition of physical architecture
are part of product specification in D4.4 [45].

6.1 Functional Architecture for OTI Product Class 1

This section depicts examples referred to OTI Product Class 1 with train integrity criterion consisting in
liveliness of the communication between OTI| Master and OTI Slave.

An example for functional architecture in passenger scenario application is depicted in Figure 6-1. Main
features for this configuration consist in:

o fixed train composition;

e ETCS equipment available in front cabin and at train tail (e.g. high speed trains);

e OTI Master and OTI Slave modules implemented as external devices, located respectively in
front cabin and at train tail and connected to the ETCS equipment.

e wired on-board communication network for communication between OTI Master in front cabin
and OTI Slave at train talil,

Configuration/Maintenance Operator depicted in Figure 6-1 refers to diagnosis, configuration and
maintenance functionalities (see D4.1 section 6.2.4.11).
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Configuration/
Maintenance
Operator

Figure 6-1: Functional Architecture for Passenger Scenario

Another example for functional architecture in passenger scenario application is depicted in Figure 6-2,
referring to central ETCS (e.g. urban/sub-urban). Main features for this configuration consist in:

o fixed train composition;

e one central ETCS equipment to manage front cabin and train tail;

e OTI Master and OTI Slave modules implemented as external devices, located respectively in

front cabin and at train tail and connected to ETCS equipment. Note that OTI role (Master or
Slave) depends on active cabin.

wired on-board communication network for communication between OT| Master in front cabin
and OTI Slave at train tail.

Configurator/Maintenance Operator interfaced with OTI devices is also depicted in Figure 6-2.
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Figure 6-2: Functional Architecture for Passenger Scenario in Central ETCS configuration

An alternative example includes peer-to-peer connection between ETCS and OTI-M and between ETCS
and OTI-S that can change their role depending on active cabin.

Another example for functional architecture in passenger scenario application is depicted in Figure 6-3.
Main features for this configuration consist in:

o fixed train composition;
e ETCS equipment available only in front cabin;

e OTI Master and OTI Slave modules implemented as external devices, located respectively in
front cabin and at train tail. Only OTIl Master is connected to ETCS equipment;

e wired on-board communication network for communication between OTI Master in front cabin
and OTI Slave at train tail;

Configurator/Maintenance Operator interfaced with OTI devices is also depicted in Figure 6-3.
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Figure 6-3: Functional Architecture for Passenger Scenario with ETCS only in front cabin

Another example for functional architecture in passenger scenario application is depicted in Figure 6-4
referring to high-speed applications with OTI functionality hosted inside ETCS platform, independent
from ETCS core. Main features for this configuration consist in:

fixed train composition;

ETCS equipment available in front cabin and at train tail (e.g. high speed trains);

OTI Master and OTI Slave modules implemented as SW module hosted inside ETCS platform.
wired on-board communication network for communication between OTI Master in front cabin
and OTI Slave at train tail.

Note that even though OTI functional module is physically hosted in the ETCS platform, it is
independent and external respect to ETCS core.
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Figure 6-4: Functional Architecture for Passenger Scenario with OTIl hosted in ETCS platform

Another example for functional architecture in passenger scenario application is depicted in Figure 6-5
referring to passenger applications with OTlI Master functionality hosted inside ETCS platform,
independent from ETCS core, and OTI Slave as external device located at train tail. Main features for
this configuration consist in:

fixed or variable train composition;

ETCS equipment available only in front cabin;

OTI Master functionality implemented as SW module hosted inside ETCS platform;

OTI Slave device implemented as external device located at train tail;

wired on-board communication network for communication between OTI Master in front cabin
and OTI Slave at train tail;

Note that even though OTI functional module is physically hosted in the ETCS platform, it is independent
and external respect to ETCS core.

Note that in new generation trains the intentional coupling/uncoupling events provided by the rolling
stock is equivalent for OTI-M to START command that triggers OTI system reconfiguration for a new
train composition. This event avoid further driver involvement to generate manually the START
command after completing a new train composition. In this case the functional architecture block
diagram includes also interface between OTI and rolling stock.
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6.2

Figure 6-5: Functional Architecture for Passenger Scenario with OTI-M hosted in ETCS platform

Functional Architecture for Product Class 2

This section depicts examples referred to OTI Product Class 2 with train integrity criterion consisting in
comparing kinematic data from OTI Slave at train tail and kinematic data from OTI Master at front cabin.

An example for functional architecture in freight scenarios is depicted in Figure 6-6. Main features for
this configuration consist in:

variable train composition;

only one ETCS equipment available in the front cabin;

wireless on-board communication network by using the technology available in the market as
COTS or as output from other TDs or already selected in other TDs or IPs; the verification of the
suitability of this technology for implementing the OTI functions will be carried out in the context
of the OTI development;

OTI Master device implemented as external device, located in front cabin and connected to
ETCS equipment;

OTI Slave device present at least at train tail or optionally also in all waggons and connected to
OTI Master device by means of wireless on-board communication network.

Kinematic sensors used by OTI Slave at train tail to acquire train tail movement status, provided
to OTI Master for comparison with front cabin movement.

Configurator/Maintenance Operator and Wayside Maintenance Centre interfaced with OTI devices are
also depicted in Figure 6-6.
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Note that OTI Slave devices are also connected to a TAIL sensor to identify position inside the train.
This sensor is not optional and is relevant for pairing process between OTI Master and OTI Slave at
train tail, as described in D4.1 [1].

In OTI Product Class 2, the train integrity monitoring criterion consists in verifying train tail kinematic
data to check that last waggon is regularly advancing in a coherent way respect to the front cabin.

Configuration/
Maintenance
Operator

Figure 6-6: Functional Architecture for Freight Scenario with OTI Product Class 2

Note that:

e waggon / cargo diagnostic sensors are not part of the OTI slave device. In general also the
TAIL sensor is an external sensor, however the possibility to integrate TAIL sensor inside OTI
is part of product specification phase

o further options for cargo/waggon diagnosis consists in including direct radio link between OTI
Slave and OTI Master in case of unavailable on-board communication network

¢ development of radio technology is outside the scope of the TD 2.5 — On Board Train Integrity.

Note that freight application domain is also addressed by OTI Product Class 1 with wired
communication. In this case, Figure 6-6 is based on a wired communication network.

Note that functional architecture in Figure 6-6 depicts a case with an OTI device for each waggon.
Another case for consists in OTI Slave device only at train tail.

As remarked in D4.1 [1], installing an OTI device in each waggon implies a higher investment cost
respect to the installing only an OTI device at train tail and in front cabin. Therefore to increase the
interest of the freight operator, also waggon/cargo diagnostic functionalities have been considered in
connection with a Wayside Maintenance Centre.
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Note that above considered example addresses old generation freight waggons without any train line.
In case wired communication is available and ETCS is present in both train cabins, the OTI Product
Class 1 can be applied to freight applications.

6.3 Functional Architecture for OTI Product Class 3

On-board configuration Product class 3 is composed of an OTI device in front cabin with Master role
connected to ETCS and an OTI device in each waggon with Slave role. OTI devices communicate over
a wireless on-board network. In this case, the train integrity criterion consists in communication liveliness
and separation detection between adjacent waggons. Network topology discovery techniques are used
to determine train composition both for train integrity monitoring and train length determination.
Interaction with trackside is considered to mitigate the risk of errors in train composition determination
that would results in partial monitoring of train integrity (e.g. OTI fault in an intermediate waggons would
prevent discovering the subsequent waggons). For this reason the train composition is also acquired by
trackside and compared with discovered train composition with confirmation procedure that involves
also the train driver on a dedicated OTI dashboard.

An example for functional architecture in OTI Product Class 3 is depicted in Figure 6-7Figure 6-6. Main
features for this configuration consist in:

e variable train composition;

o only one ETCS equipment available in the front cabin;

e wireless on-board communication network;

o OTI Master device implemented as external device, located in front cabin and connected to
ETCS equipment;

e OTI Slave devices present in all waggons and connected to OTI Master device by means of
wireless on-board communication network;

e separation sensor for each waggon to detect separation between adjacent waggons.
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Figure 6-7: Functional Architecture for OTI Product Class 3

6.4 Functional Architecture for ETCS backward compatibility

ETCS backward compatibility is intended as compliancy to ETCS BL3 R2 specified in [2][3][4]. In this
case OTI provides to ETCS only train integrity status and train length. Other information needed to OTI
device are managed independently from ETCS-OTI interface.

An example for functional architecture suitable for ETCS backward compatibility is depicted in Figure
6-8. Main features for this configuration consist in:

o OTI Master device implemented as external device, located in front cabin and connected to
ETCS equipment;

o Interface with an OTI Dashboard to managed the interface with the driver (i.e. lamps for Train
integrity status and OTI device status; buttons for Start/reset commands):

o Interface with the rolling stock to acquire the cabin status, necessary to define the OTI role (i.e.
master or slave).

Configurator/Maintenance Operator interfaced with OTI devices is also depicted in Figure 6-8.
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Figure 6-8: Functional Architecture for ETCS backward compatibility

Note that OTI dashboard and Vehicle Interface are introduced in relation to ETCS backward
compatibility scenario described in details at section 8. As example OTI dashboard shows OTI status
and includes start/reset buttons for train composition phase. Vehicle interfaces provides cabin status for
OTI role assignment.

Note that also the wireless communication is applicable to “ETCS backward compatibility” scenario.

6.5 Relations between Train Integrity and Train Length

In general, train integrity monitoring function is referred as OTI-I and train length determination function
is referred as OTI-L. These two functions interact for the following three aspects:

o  OTI-L provides the train length to the ETCS and to OTI-I;

e OTI-I may use train length from OTI-L as input for train integrity criterion (e.g. Product Class 2);

o OTI-I provides train integrity information after that OTI-L provided train length (i.e. train length is
used as trigger event to enable OTI-I communication to ETCS).

General assumption is that OTI-I and OTI-L are hosted within same equipment and OTI-L / OTI-I
communication is referred to internal to the same equipment.

Sequence diagrams reported in the following depicts examples for basic interface (i.e. for ETCS
backward compatibility) and enhances interface.
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6.5.1 Examples for basic interface

Sequence diagrams reported in this sections refers to existing ETCS interface that includes acquisition
of the following information:

e Train length
e Train integrity status

Additional information (e.g. OTI status, start/reset commands) are managed by an external OTI
dashboard as described at section 6.4 for ETCS backward compatible scenario.

In the following sequence diagrams OTI-I refers to train integrity monitoring functional blocks and OTI-
L refer to train length determination functional block.

Example depicted in Figure 6-9 refers to a nominal case with OTI-L an OTI-I working regularly. The OTI
dashboard is used to generate start command and to show OTI status. Determined train length is shown
to the driver and confirmed.

OTI
U Dashboard O

Determine

Train Length Determine
Train Integrity

—
OTI-LSTATUS = OK
-

_ - — oTI- -
RAIN LENGTH = 600 | OT-LSTATUS = Ok

- TRAIN LENGTH =600

OTI-l STATUS = OK

e

ED— |
|_—TRAIN INTEGRITY = CONFIRM

o

Data Entry

[

Driver CONFIRMS
Train Length

Figure 6-9: Example 1 for basic interface
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Example depicted in Figure 6-10 refers to a faulty case with OTI-L not working regularly. The OTI
dashboard is used to generate start command and to show OTI status. In this case OTI-I evaluates train
integrity independently from train length value that driver has entered with ERTMS/ETCS data entry
procedure. Note that considered situation is an exception that is managed by the driver according to the
operation rules of each Infrastructure Manager.

OTlI
3l Dashboard

Determine

Train Length Determine

Train Integrity

OTI-L STATUS = FAULT
TRAIN LENGTH = UNAVAILABLE

_ T |
_LSTATUS = FAUL
la———OTL

OTI-l STATUS = OK

e

D—1
| —TRAIN \NTEGRITY = CONFIRME

o

Data Entry

|

Driver INSERTS
Train Length

Figure 6-10: Example 2 for basic interface
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Note that train composition determination may be used by OTI-L or OTI-I to determine train length or
train integrity status, depending on OTI Product Class. In following examples OTI-I does not use train
composition to evaluate train integrity status, therefore OTI-I interaction with OTI Dashboard is not
required.

Example depicted in Figure 6-11 refers to an exceptional situation with train driver changing, within
ERTMS/ETCS data entry procedure, the train length value provided by OTI-L. In this case the driver
overrides the OTI-L that need to be disabled with a RESET command. Note that considered situation is
an exception that is managed by the driver according to the operation rules of each Infrastructure
Manager.

OTI
Dashboard

ETCS

Determine

Train Length Determine
Train Integrity

—
OTI-LSTATUS = OK
la—

// TRAIN LENGTH = 600

GTH = 600
4//TP‘NN LEN OTI-L STATUS = 0K P

OTI- STATUS = OK

e

ED— |
|_—TRAIN INTEGRITY = CONFIRM

o

Data Entry

Driver CHANGES
Train Length

Figure 6-11: Example 3 for basic interface
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Example depicted in Figure 6-12 refers to a nominal situation with OTI-L providing train length to ETCS
and train driver confirming train length values proposed during the ERTMS/ETCS data entry procedure.

OTI
Dashboard

Determine
Train Composition

Determine
Train Integrity

OTI-LSTATUS = oK —
€« TRAIN COMPOSITION

Train Composition
Confirmation

TRAIN COMPOSITION\>

Determine
Train Length

—
OTI-LSTATUS = oK
l—

TRAIN LENGTH = 600/_\ OTI-L STATUS = OK

‘/ TRAIN LENGTH =600 ™|

ot STMu

ED— |
|_—TRAIN INTEGRITY = CONFIRM

o

Data Entry

Driver CONFIRMS
Train Length

Figure 6-12: Example 4 for basic interface
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Example depicted in Figure 6-13 refers to an exceptional situation with train driver changing, within
ERTMS/ETCS data entry procedure, the train length value provided by OTI-L. In this case the driver
overrides the OTI-L that need to be disabled with a RESET command.

ETCS

oTI
Dashboard

— TRAIN COMPOSITION

Determine
Train Composition

Determine
Train Integrity

OTI-LSTATUS=O0K ___—

Train Composition
Confirmation

.

Data Entry

Driver CHANGES
Train Length

.

TRAIN LENGTH = 600

OTI-LSTAT
-

| TRAININTEGR!

TRAIN COMPOSITION\>

Determine
Train Length

—
Us = 0K

IR

OTI-| STATUS =0

Ty = CONFIRMED—

Figure 6-13: Example 5 for basic interface
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6.5.2 Examples for enhanced interface

Sequence diagrams reported in this sections refers to a new ETCS interface managing the following
information:

e Train length

e Train integrity

e Status of Train Length functional block (OTI-L)
e Status of Train Integrity functional block (OTI-I)
e Start and Reset commands

In general, OTI with enhanced interface does not requires interactions with the driver (e.g. start/reset
command are managed by ETCS; OTI status is provided directly to ETCS). An exception is train
composition confirmation on OTI dashboard.

Note that train composition determination may be used by OTI-L or OTI-I to determine train length or
train integrity status, depending on OTI Product Class. In some cases, to mitigate the risk of errors in
train composition determination, the OTI dashboard is also depicted for a confirmation. In following
examples OTI-I does not use train composition to evaluate train integrity status.
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Example depicted in Figure 6-14 refers to a nominal case for enhances interface with START command
generated by ETCS. In this case OTI-L determines train length that is confirmed by the driver during the
ERTMS/ETCS data entry procedure.

ETCS OTI-L OTI-l

Determine
Train Length Determine

Train Integrity

OTI-L STATUS = ogo/
ENGTH =6
4//TRNN u | OTI-LSTATUS = Ok

TRAIN LENGTH =600 ™

[

OTI-| STATUS = OK —

ED
TRAIN INTEGRITY = CONFIRM

Data Entry

[

Driver CONFIRMS
Train Length

Figure 6-14: Example 1 for enhanced interface
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Example depicted in Figure 6-15 refers to a fault in OTI-L functionality and train driver entering manually
train length during the ERTMS/ETCS data entry procedure.

OTI-L OTI-I
T ——————START

T

START— |

Determine Det -
Train Length _e ermm?
Train Integrity

5= FAULT /—

LSTATU
oT-LS AVAILABLE

/TRA\N LENGTH = UN

OTI-L STATUS = FAULT
TRAIN LENGTH = UNAVAILABLE

[

OTI-| STATUS = OK —

¢ ED
TRAIN INTEGRITY = CONFIRM

Data Entry

Driver INSERTS
Train Length

Figure 6-15: Example 2 for enhanced interface
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Example depicted in Figure 6-16 refers to an exceptional situation with train driver changing, within
ERTMS/ETCS data entry procedure, the train length value provided by OTI-L. In this case ETCS
overrides the OTI-L that need to be disabled with a RESET command.

Determine
Train Length Determine

Train Integrity

OTI-LSTATUS = OK ]
4//TRAIN LENGTH =600 TRAIN LENGTH = 600
OTI-LSTATUS=0K P

[

oTl-l STATUS = oK -
TRAIN INTEGRITY = CONF!
Data Entry
Driver CHANGES
Train Length
RESH\»

Figure 6-16: Example 3 for enhanced interface
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Example depicted in Figure 6-17 refers to a nominal situation with OTI-L providing train length to ETCS
and train driver confirming train length values proposed during the ERTMS/ETCS data entry procedure.
Examples considered in Figure 6-17 and Figure 6-18 manages the train composition confirmation on a
separate OTI dashboard. Optionally this aspect could be managed by ETCS within ETCS DMI, however
the impact on existing specifications would be relevant.

oTI
Dashboard

OTI-l

OTI-L

Determine
Train Composition Determine

Train Integrity

OTI-LSTATUS=0K ___——
| @——TRAIN COMPOSITION

Train Composition
Confirmation

[ TRAIN COMPOSITION\>

Determine
Train Length

OTI-LSTATUS = oK /
k/TRAlN LENGTH = 600
| OT-LSTATUS =0k

TRAIN LENGTH =600 ™

[

OTI-I STATUS = OK —

D
TRAIN INTEGRITY = CONFIRME

Data Entry

[

Driver CONFIRMS
Train Length

Figure 6-17: Example 4 for enhanced interface
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Example depicted in Figure 6-18 refers to an exceptional situation with train driver changing, within
ERTMS/ETCS data entry procedure, the train length value provided by OTI-L. In this case ETCS
overrides the OTI-L that need to be disabled with a RESET command.

OTI
Dashboard OTI-L OTH

Determine -
Train Composition Determine

Train Integrity

OTI-LSTATUS=0K ___———
A/TRA\N COMPOS\T\ON

Train Composition
Confirmation

.

TRAIN COMPOSITION\>

Determine
Train Length

OTI-LSTATUS = %go//
GTH =
-« TN LN | OT-LSTATUS =0k

TRAIN LENGTH = 600

[

OTI-I STATUS = oK —

D
TRAIN INTEGRITY = CONFIRME

Data Entry

Driver CHANGES
Train Length

=6 ET\>

Figure 6-18: Example 5 for enhanced interface
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6.5.3 Examples for train joining/splitting

This section described train joining/splitting procedures. In considered examples, the rolling stock (e.g.
new generation trains) generates intentional coupling/uncoupling events equivalent to START command
that triggers OTI system reconfiguration for a new train composition thus avoiding further driver
involvement to generate START command (see par 7.2.1 and Table 7-1). Note that only OTI Slaves
answer to identification request messages generated by OTI-1. OTI-3 changes its role later on, when
the train driver set as non-active the ETCS-2 cabin. The scope of the diagram is to show the events
triggered by coupling event. Note that examples reported in Figure 6-19 and Figure 6-20 are applicable
to basic and enhances interface, whereas Figure 6-21 and Figure 6-22 refers to enhances interface.

T ey

Slave Slave
Master TAIL Master TAIL
Monitoring Monitoring Monitoring Monitoring
——Status Request—»| ——Status Request—p»|
lg——Status }——Status
lag——Confirmed l«¢——Confirmed
Trains joining
| acouptin® [ "Coupjip, |
Slave
NON TAIL
—Status Request—pm
le—Status
f—Loss
Inauguration
ID Request—p|
7 ID Request —
-
[ ——————1IDReq uest\\>
\dentification_____|
(NON TAIL) Inauguration
| —
| |dentification (TAIL)———— |
| I
Pairing Req
| I
| pairingok—— |
l——
Monitoring
Monitoring
Status Request:
I q —»
el —— Status:

l—Confirmed

Figure 6-19: Example for trains joining
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Figure 6-20: Example for train splitting
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Figure 6-21: Example 2 for train joining
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Figure 6-22: Example 2 for train splitting
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6.6 Time Reference

In general, entities involved in train integrity monitoring and train length determination uses data
provided by different sources with different time references. In the example depicted in Figure 6-22,
odometry data for Product Class 2 or balise messages for train length determination area acquired by
ETCS equipment installed in different cabins with time reference referred to their respective power-on.

corBalise P <—Balise

OTI i
—_Odometry—»! Wireless

MASTER Communication < Odometry—

Time—»

Cabin A Cabin B

Figure 6-23: Time reference in OTl applications

To allow comparing data provided by different source, a general time reference has to be introduced.
Possible options includes time reference from TCMS for new generation trains, time reference service
provided by ACS gateway, time reference service provided by OTI System. A possible example for an
independent time reference managed by OTI system consist in implementing an NTP server in OTI
Master. In this case other entities involved in train integrity monitoring and train length determination
can acquire time reference from OTIl Master.
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7 Interface Specification

7.1 Introduction

Interface specification is derived by functional requirements specified in D4.1 [1] that includes uses
cases identification and hazard analysis. Basic principles related to OTI-I and OTI-L functionalities and
examples of interactions as sequence diagrams are reported at section 6.5. Functionalities related to
each input/output information are quoted at section 7.2 and section 7.3. Traceability matrix between
interface specification and functional requirements is reported in Appendix E.

Block diagram depicted in Figure 7-1 summarizes the communication links related to OTI functionality
and current regulations or OTI deliverables that describe them. At OTI level, the present document
contains specification for communication between OTI Master and OTI Slave modules and includes also
new proposal for OTI Master and ETCS interface respect to existing Subset 034 [3] and CR940 [4] to
implement specified functionalities in D4.1 [1].

Note that power supply interface and other interfaces for maintenance/configuration purpose are not
depicted in Figure 7-1. Finally, the On-board Communication Network (OCN) can be wired or wireless.

Subset 034 [3] + CR940 [4] Subset 026 [2]

X2R2 D4.2

OTI MONITORING

X2R2 D4.2 X2R2 D4.2

OTI Master OTI Slave

Figure 7-1: Functional Interfaces

Note that according to Subset034 [3] and CR940 [4] the OTI-ETCS interface consists in a unidirectional
communication from OTI to ETCS to provide train integrity status with three possible values: unknown,
confirmed or lost. The direction from ETCS to OTI is used in case ETCS backward compatibility is not
mandatory.

The analysis performed in D4.1 identified reference scenarios and high level functionalities, as example:

GA 777465 Page 43 of 217



- Master-ship phase was defined to assign OTI role (i.e. Master or Slave);

- Inauguration phase was defined to allow OTI Master identifying OTI Slave at train tail and to
pair with it;

- Monitoring phase was defined for train integrity monitoring.

This information have been used as inputs to specify OTlI FSM in D4.1 and to propose subsequently a
general interface between OTIl and ETCS to manage the following situations:

1. Train with both cabins equipped with ETCS or trains with a central ETCS configuration implies
the acquisition of active cabin information to define OTI role in master-ship phase (i.e. Master or
Slave).

2. Supporting train joining/splitting implies managing start/reset commands to stop the monitoring
phase and to restart the inauguration phase.

3. In general closing and opening again the desk to change OTI role implies performing again the
Start of Mission and re-establishing the communication with RBC. This procedure, performed
during a train mission in an intermediate station after removing/adding some passenger cars,
implies delays in train mission. For this reason alternative solutions have been suggested to
trigger the restart of master-ship phase (e.g. new train length entered by the driver is also
provided to OTI).

Therefore start/reset command or train length from ETCS are proposed as alternative solutions to restart
master-ship and inauguration phases.

In general the functional specification and related interface is designed to support also product class 2
that uses a train integrity criterion based on comparing kinematic data of train tail and front cabin. For
this specific case the odometry data transmission from ETCS to OTI Master has been considered. An
alternative approach consists in embedding safe odometry within OTI device with a higher complexity
and cost.

The functional specification and related interface are also designed to support potential adoption of
GNSS based technologies for train integrity monitoring in product class 2. For this case the train length
entered by the driver has been also provided to OTI as input to compare measured train length,
determined with GNSS, with the train length entered by the driver. In this case the physical enlargement
and shortening of train length due to pushing and pulling movements should be taken into account. Train
length determination functionality has been introduced in X2R2 WP4 with an amendment thus avoiding
potential driver errors in inserting train length within the ERTMS/ETCS data entry procedure. The use
of train length inserted by the driver in class 2 with possible GNSS applications was originally considered
when train length determination functionality was not specified. This general case have been left among
the possibilities in case the train length determination functionality is not available. In general OTI-L
provides train length to ETCS that shows the value to the driver for confirmation. For generality, the train
driver is allowed to override (i.e. change) the value provided by OTI-L thus allowing to manage
exceptions or special cases.

In general OTI-I term is used in relation to on-board train integrity functionality and OTI-L is used in
relation to train length determination functionality.
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The “train length determination” functionality requires additional messages exchanged between OTI-
L/OTI-I and ETCS including:

e OTI-L function status (i.e. OK or FAULT) = from OTI-L to ETCS and OTI-I. Additional
information in case of OK (i.e. ACTIVE, RESET)

e Train length value - from OTI-L to ETCS and OTI-|

e Train length Status (i.e. INIT, AVAILABLE, NOT AVAILABLE) - from OTI-L to ETCS and OTI-I

o Euro-balise Identified > from ETCS to OTI-L

¢ Train length Validity (i.e. Validated, To Be Revalidated) —> from ETCS to OTI-I to manage the
exception case of train length override (i.e. train driver changes, during the ERTMS/ETCS data
entry procedure, the train length value provided by OTI-L).

Note that euro-balise message is considered in relation to the specific implementation based on distance
measurements. More specifically train length is evaluated as travelled distance between balise detection
with ETCS in front cabin and ETCS at train tail. In this case a richer ETCS-OTI interface is required,
therefore not applicable to basic interface for ETCS backward compatibility.

For a general analysis these commands are proposed in section 7.4.1 to support a possible future
improvement of ETCS-OTI interface that would imply also changes to Subset 026[2], Subset 034[3] and
CR940 [4].

Proposing a change request to ETCS specifications [2][3][4] implies a long process and need to be
supported by detailed analysis, simulations or experimental evidences.

For this reason also a scenario with full compliancy to Subset034 [3] and CR940 [4] has been considered
in section 8 with unidirectional OTI-ETCS communication limited to train integrity status. In this scenario
all other commands (e.g. cabin status, start/rest commands) are managed with other OTI interfaces.

7.2 Logical interfaces On-Board Train Integrity

This section contains the communication interface specification related to context depicted in Figure
7-2.

WMC

(1) (2) Cargo/Waggon
ETCS OTI-M OTI-S e

Figure 7-2: OTI communication interfaces
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The focus is on the following interfaces:

1. ETCS — OTI Master (SUBSET 034 [3] plus this document)
2. OTI Master — OTI Slave

This document addresses above quoted interfaces at application level, protocol stack level and physical
level.

Note that the other interfaces represented with dotted lines in Figure 7-2 are related to diagnostic
functionalities introduced in D4.1 [1] and are out of scope of this analysis and consequently not included
in this document.

7.2.1 Logical Interface OTI Master

This section describes the logical interfaces (Input/Output) required and provided by OTI Master module
to implement the functionalities specified in D4.1 [1] .

The Table 7-1 contains the list of functional input for OTI Master derived from high-level functionalities
identified in D4.1 [1] sec. 6.2.4.11: (i) mastership for role identification, (ii) inauguration for OTI Slave at
train tail identification and paring with OTI Master, (iii) train integrity monitoring. Refer also to §7.1 of this
document.

For each “INPUT” a short reference to the related “Functionality” is reported in the table, the “Source” is
also specified (i.e. ETCS or TIU or OTI SLAVE or Driver) and finally the “Type” of input is reported (i.e.
VITAL or NON VITAL). In relation to Driver as source, clarifications are reported at section 8.

Functional interface specification has been designed on the basis of reference scenarios and functional
requirements defined in D4.1.

START/RESET commands have been introduced to start OTI device and to manage OTI reconfiguration
when train composition changes with the following alternatives:

- train cabin activation/deactivation generated by the rolling stock

- Start/Reset commands generated by train driver by means of OTI dashboard (e.g. start/reset
buttons)

- Start/Reset commands generated by ETCS with OTI enhanced interface

- Coupling/uncoupling event generated by the rolling stock (equivalent to Start command)

- Train length inserted manually by the driver (equivalent to Start command)

Note that odometry data have been added as input for OTI device in relation to product class 2 with
wireless interface. In this case the train integrity criterion implies comparing kinematic data from train
tail and front cabin. Finally, Train length has been added as input for OTI device in case GNSS-based
train integrity.

In general the interface specification is designed in a general to support implementation for all product
classes with different technological solutions.
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Functionality

Source

Cabin Status

MASTERSHIP

ETCS/TIU

VITAL

OTI Slave ldentification

INAUGURATION

Role of the OTI Slave (Tail
or non-Tail)

OTI Slave

VITAL

Slave Pairing Ack

INAUGURATION

Completing pairing
procedure with OTI Slave at
train tail.

OTI Slave

VITAL

Start / Reset command

INAUGURATION

ETCS / Driver

VITAL

OTI Slave Status

MONITORING

OTI Slave

VITAL

Status Request

MONITORING

Providing train integrity
information on ETCS
request.

ETCS

VITAL

Odometry

MONITORING

Train Integrity monitoring in
wireless communication
scenario based on kinematic
data monitoring (e.g. train
position, train speed).

ETCS / kinematic

Sensors

VITAL

Train Length

MONITORING
OTI system configuration

Train Integrity monitoring in
wireless communication and
GNSS scenario for Product
Class 2.

ETCS/OTI-L

VITAL

Train Length Status,
status

OTI-L

MONITORING

Trigger events enabling
communication with ETCS

OTI-L

VITAL
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Functionality Source Type

Train Length Validity MONITORING ETCS VITAL

manages the exception case
of train length override

Coupling/Uncoupling INAUGURATION TIU VITAL

Equivalent to START trigger
event in relation to OTI
system re-configuration for a
new train composition.

Cargo/Waggon Diagnostic | DIAGNOSIS OTI Slave NON VITAL
Data Optional Cargo/Waggon

diagnosis.
Train Composition Train Composition WMC VITAL

determination

Table 7-1: OTI Master — Logical Interface — List of Input

Cabin Status refers to MASTERSHIP high level functionality for role assignment (i.e. OTI MASTER or
OTI SLAVE).

OTI Slave Identification refers in general to the “role” of the OTI slave device to identify if it is located
at the train tail or not for INAUGURATION high level functionality.

Slave Pairing Ack refers to INAUGURATION high level functionality and allow to complete pairing
procedure with OTI Slave at train tail.

Start and Reset commands refer to INAUGURATION high level functionality to support train
joining/splitting scenario.

OTI Slave Status refers to MONITORING high level functionality and represents the information
necessary to OTI Master to apply the train integrity criteria (e.g. communication liveliness in Product
Class 1 or train tail coherent movement respect to front cabin in Product Class 2).

In general OTI device provides periodic train integrity information to ETCS. In case of long reporting
periods, the Status Request command is exported to ETCS to allow requesting train integrity status
before an End of Mission thus updating the position of train tail and related track occupation. The train
integrity reporting period is smaller than 5 seconds, therefore "status request" command is not
necessary in general. Anyway, for more generality, the status request command was included inside
the interface to provide more flexibility in case of longer reporting periods (e.g. due to power limitations
in energy harvesting applications).
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Odometry data are used by OTI Master in MONITORING high level functionality in case of wireless
communication. In this case kinematic information about front cabin and train tail are used by train
integrity criterion consisting in verifying coherent movement of train tail respect to front cabin, as
explained at section 7 in D4.1 [1].

Train Length, Train Length Status and OTI-L status are used for different purposes:

o in INAUGURATION high level functionality as trigger event in case of train joining/splitting (refer
to section 7 in D4.1 [1]);

e in MONITORING high level functionality for Product Class 2 with GNSS localization to compare
measured train length, based on satellite technologies, respect to the input provided by train
driver during data entry procedure;

e In MONITORING high level functionality to enable communication with ETCS after that OTI-L
determined and provided to ETCS the train length.

Train Length Validity is provided by ETCS to OTI-lI to manages the exception case of train length
override (i.e. train driver changes, during the ERTMS/ETCS data entry procedure, the train length value
provided by OTI-L).

Coupling/Uncoupling event generated in new generation trains after changing train composition is
equivalent to START trigger event to reconfigure OTI system.

Cargo/Waggon Diagnostic Data refers to DIAGNOSIS high level functionality and represents optional
information not related to on-board train integrity.

Additional description shall be reported inside the document to provide evidence about reasons for
introducing start/reset commands, odometry data and train length.

The Table 7-2 contains the list of functional output provided by OTI Master.

For each “OUTPUT” a short reference to the related “Functionality” is reported in the table, the
“Destination” is also specified (i.e. ETCS, TIU, Driver or WMC) and finally the “Type” of output is reported
(i.e. VITAL or NON VITAL). In relation to Driver as destination, clarifications are reported at section 8.

Train Composition is acquired by trackside for diagnostic purposes or for comparison with train
composition determined by OTI system in Product Class 3. In second case this input need to be vital.

OUTPUT Functionality Destination

Identification Request INAUGURATION OTI Slave VITAL

Identification Phase

Master Pairing Request INAUGURATION OTI Slave VITAL
Pairing with OTI Slave at
train tail

Train Integrity Request MONITORING OTI Slave VITAL
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OUTPUT Functionality Destination

OTI Slave status request

Train Integrity Status MONITORING ETCS VITAL

Unknown, Confirmed or Lost

OTI-I status DIAGNOSIS ETCS / Driver VITAL
Cargo/Waggon Diagnostic Data | DIAGNOSIS WMC / Driver NON VITAL
/ Alarms

Optional Cargo/Waggon
diagnosis

Table 7-2: OTI Master — Logical Interface — List of Output
Identification Request and Master Pairing Request refer to INAUGURATION high level functionality
(as described in D4.1 [1]) to identify the OTI Slave located at train tail.
Train Integrity Request refers to MONITORING high level functionality.

Train Integrity Status refers to MONITORING high level functionality and provides to the ETCS the
status of the train integrity with three possible values (i.e. Confirmed, Lost, and Unknown).

OTI-I status refers to DIAGNOSIS high level functionality and provides to ETCS the status of OTI-I sub-
system status (i.e. OK or Fault).

Cargo/Waggon Diagnostic Data / Alarms refers to DIAGNOSIS high level functionality and are
optional information not related to on-board train integrity.

See contribution to system level analysis reported in Appendix A in relation to L3 SoM and TIMS override.

7.2.2 Logical Interface OTI Slave

This section describes the logical interfaces (Input/Output) required and provided by OTI Slave module
to implement the functionalities specified in D4.1 [1] . The Table 7-3 contains the list of functional input
required by OTI Slave.

For each “INPUT” a short reference to the related “Functionality” is reported in the table, the “Source” is
also specified (i.e. Tail Sensor or Diagnostic sensor) and finally the “Type” of input is reported (i.e. VITAL
or NON VITAL).
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Functionality

Cabin Status MASTERSHIP TIU/ETCS VITAL

Terminal Waggon INAUGURATION TIU / Tail Sensor | VITAL

OTI Slave Localization

Start / Reset command INAUGURATION ETCS / Driver VITAL

Identification Request INAUGURATION OTI Master VITAL

Identification Phase

Master Pairing Request INAUGURATION OTI Master VITAL

Pairing Phase

Status Request MONITORING OTI Master VITAL

Train Integrity monitoring

MONITORING
Odometry Train Integrity monitoring in | ETCS /kinematic |\ |
wireless communication sensors
scenario.
Cargo/Waggon diagnostic data | DIAGNOSIS Diagnostic NON VITAL
sensors

Cargo/Waggon diagnosis

Table 7-3: OTI Slave — Logical Interface — List of Input
Cabin Status refers to MASTERSHIP high level functionality for role assignment (i.e. OTI MASTER or
OTI SLAVE).

Terminal Waggon refers to INAUGURATION high level functionality and allows the OTI Slave to
localise itself at train tail.

Start and Reset commands refer to INAUGURATION high level functionality to support train
joining/splitting scenario.

Identification Request and Master Pairing Request refer to INAUGURATION high level functionality
as described in D4.1 [1].

Status Request refers to MONITORING high level functionality.

Odometry data are used by OTI Slave in MONITORING high level functionality in case of wireless
communication.
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Cargo/Waggon diagnostic data refers to DIAGNOSIS high level functionality and are optional
information not related to on-board train integrity.

The Table 7-4 contains the list of functional output provided by OTI Slave.

For each “OUTPUT” a short reference to the related “Functionality” is reported in the table, the
“Destination” is also specified (i.e. OTI Master or WMC) and finally the “Type” of output is reported (i.e.
VITAL or NON VITAL).

OUTPUT Functionality Destination
MONITORING

OTI Slave Status OTI Master VITAL
Train Integrity monitoring
INAUGURATION
or non-Tail)

Slave Pairing Ack INAUGURATION OTI Master VITAL
Pairing
DIAGNOSIS

Cargo/Waggon Diagnostic Data | optional Cargo/Waggon OTI Master NON VITAL
diagnosis.

W DIAGNOSIS

Cargo/Waggon Diagnostic _

Data/Alarms Optional Cargo/Waggon WMC NON VITAL
diagnosis.

Table 7-4: OTI Slave — Logical Interface — List of Output

OTI Slave Status refers to MONITORING high level functionality. This information, provided to OTI
Master, is essential for Train Integrity monitoring. In Product Class 1 this information is limited to a
liveliness message. In Product Class 2 this information includes train tail kinematic data.

OTI Slave Identification refers to INAUGURATION high level functionality and provides to the OTI
Master the “role” of the OTI slave device (if it is located at the train tail or not).

Slave Pairing Ack refers to INAUGURATION high level functionality and allow to complete pairing
procedure with OTI Master.

Cargo/Waggon Diagnostic Data and Alarms refer to DIAGNOSIS high level functionality and are
optional information not related to on-board train integrity monitoring.

Note that train composition, optionally determined for OTI Product Class 3, is confirmed by the driver
through OTI Dashboard.

GA 777465 Page 52 of 217




7.2.3

Master — Slave Inauguration Phase

This section describes the “Inauguration” phase between the OTIl Master and OTI Slave.

As reported in [1], the Inauguration phase consists of two steps:

a) ldentification: this step consists of identifying the OTI modules connected to On-board
Communication Network (OCN);
b) Pairing: during this step the OTI Master sends a pairing request to OTI module located at train

tail;

The following Figure 7-3 reports the messages exchanged between OTI Master and OTI Slave during
the Inauguration Phase (refer also to [1]) in nominal conditions (that’s no delay, no corruption introduced
by the communication network):

OTI Master
Functional Module

Identification_Timeout

Pairing_Timeout

OTI Slave
Functional Module
(intermediate wagon)

OTI Slave

Functional Module

(train tail)

Identification
Phase

S S S S |

Pairing_Timeout

\/den . .
(BropeCalion, ———seNifcation
aq Reqy.. (Bro ©Quest
At e est >adCast meggg
sage)\ ge)\
Tail) /
n“{‘ca‘\o ion Ta\\)
Slave 19° <jave Identificaton
Master Pairing Request >
/slave Pairing Ack

Pairing
Phase

| S,

Figure 7-3: Inauguration Phase: messages exchanged between OTI Master and OTI Slave

The following Table 7-5 reports the messages exchanged during the Inauguration phase:
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Message Sender Receiver Description

Master Identification Message sent by OTI Master in broadcast to all

Request OTI Master All OTI Slave OTI Slave connected to the OCN
Message sent by all OTI Slave to OTI Master.

Slave Identification Ack All OTI Slave | OTI Master This message includes the information of the OTI
localisation (TAIL/Non TAIL)

o OTI Slave Pairing request sent by OTI Master only to OTI
Master Pairing Request OTI Master (Tail) Slave TAIL
Slave Pairing Ack OTI. Slave OTI Master Pairing Ack sent by OTI Slave TAIL to OTI
(Tail) Master

Table 7-5: List of messages exchanged during the Inauguration Phase

The following Table 7-6 explains the meaning of the two time-out reported in Figure 7-3:

Time-out

Description

Identification_Timeout

This timer is used by OTI Master.

It is activated when the “Master Identification Request” message is
sent.

If this timer expires and the “Slave Identification Ack” message
from OTI Slave TAIL is not received, then the OTI Master can
resend the “Master Identification Request” message and re-start
this timer.

“Slave Identification Ack” message received after this time will be
rejected by OTI Master.

Pairing_Timeout

This timer is used by OTI Master and OTI Slave.

OTI Master:

OTI Master activates this timer after sending the “Master Pairing
Request” message. If the OTI Master does not receive the “Slave
Pairing Ack” message before expiring this timer, it resends the
“Master Identification Request” message.

OTI Slave:

The OTI Slave TAIL activates this timer after sending the “Slave
Identification Ack” message. If the OTI Slave TAIL does not
receive the “Master Pairing Request” message before expiring this
timer, it won’t accept anymore this message and it will wait for a
new “Master ldentification Request” message.

(See the note reported after Figure 7-8. If an iteration
mechanism is implemented also for the Pairing procedure,
then this timer shall be restarted).

In general different values for OTI Master and OTI Slave timeout
can be used.

Table 7-6:

Time-out used during the Inauguration phase
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7.2.3.1 Examples of communication faults during the Inauguration phase

This section reports some examples of communication faults between OTI Master and OTI Slave during
the Inauguration phase.

Example 1: Fault during the Identification procedure (Figure 7-4)

In this example, the OTI Master sends the “Master Identification Request” message but does not receive
the “Slave Identification Ack” message from the OTI Slave TAIL or receives this message after the timer
“Identification_Timeout” has expired.

Note: the OTI Master can send the “Master Identification Request” message a finite number of attempts
or indefinitely. It is implementation issue.
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Example 2: Fault during the Identification procedure (Figure 7-5)

In this example, the OTI Master sends the “Master Identification Request” message and receives two
“Slave Identification Ack” messages from two OTI Slave with TAIL information (e.g. due to a fault of
intermediate OTI Slave) before the timer “Identification_Timeout” has expired. In this case, the OTI
Master sends again the “Master ldentification Request” message.

OTI Master OTI Slave OTI Slave
. Functional Module Functional Module
Functional Module . . . :
(intermediate wagon) (train tail)
S
/Q'e,7 .
1) - I ; .
(BrOa('ch dent:ﬁcatlon Request

Cast mesequeS?Band cast

Sage)~—_ | message)\
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-
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n ReqUest

essg Message ) \
ge) \

Identification_Timeout

Figure 7-5: Example 2: Communication Fault during the Identification Procedure

Example 3: Fault during the Pairing procedure (Figure 7-6)

In this example, the OTI Master receives the “Slave Identification Ack” message sent by the OTI Slave
TAIL and starts the Pairing procedure sending the “Master Pairing Request” message but the OTI Slave

GA 777465 Page 57 of 217




TAIL does not receive it (or receives and rejects a corrupted message). If the “Pairing_Timeout” expires,
the OTI Slave will wait for a new “Master Identification Request” message.

OTI Master OTI Slave OTI Slave
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Figure 7-6: Example 3: Communication Fault during the Pairing Procedure

Example 4: Fault during the Pairing procedure (Figure 7-7)

In this example, the OTI Slave TAIL has received the “Master Pairing Request” message and has sent
the “Slave Pairing Ack” message but this message is not received or is received corrupted by OTI Master.
When the “Pairing_Timeout” expires, the OTI Master sends a new “Identification Request” message.
Note: the OTI Slave will always accept a new “Master Identification Request” message.
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Figure 7-7: Example 4: Communication Fault during the Pairing Procedure

Example 5: Fault during the Pairing procedure (Figure 7-8)

In this example, the OTI Master receives the “Slave Identification Ack” message sent by the OTI Slave
TAIL and starts the Pairing procedure sending the “Master Pairing Request” message but the OTI Slave
TAIL receives it when the “Pairing_Timeout” is expired. The OTI Slave will wait for a new “Master
Identification Request” message.
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Figure 7-8: Example 5: Communication Fault during the Pairing Procedure

Note: an iteration mechanism for the Pairing procedure can be defined similarly to ldentification
procedure.

7.2.3.2 Inauguration phase with cellular communication networks

In case of wireless communication (e.g. cellular networks) that allows OTI master communication with
OTI Slave in other trains, the identification request message sent in broadcast is no more applicable.
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Figure 7-9: Example 6: Pairing Procedure in cellular communication networks

In this case OTI Master need to know in advance the identified of OTI Slave to be contacted for pairing.
For fixed composition trains this information can be a configuration parameter, whereas for variable
composition trains this information need to be provided by an external entity.
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7.3

This section described the logical inputs and logical outputs for OTI-L functionality as specified in D4.1

Logical Interfaces Train Length determination

[1]. Train length determination basic principles includes the following aspects:

e Train length is determined before starting the mission

e Determined train length is provided to ETCS for validation within the ERTMS/ETCS data entry

procedure

e Train integrity monitoring is activated after that train length has been determined.

Note that in general train driver can override, within ERTMS/ETCS data entry procedure, the train length
provided by OTI-L to manage exceptions or special cases.

In general, logical interfaces are defined by including input and output data required for all possible
product level solutions, including as example euro-balise detection for distance measurement. In
general, train length determination at product level in addressed in D4.4 [45] and D4.6 [61].

INPUT Functionality Source
Status Request . N ETCS for OTI enhanced | VITAL
Train Length determination .
interface
Start/Reset command Driver for OTI Basic Interface VITAL
OTI system configuration ETCS for OTI enhanced
interface
Coupling OTI system configuration TIU VITAL
Train Length determination
Euro-balise Identifier . L ETCS for OTI enhanced | VITAL
Train Length determination .
interface
Odometry . L ETCS for OTI enhanced | VITAL
Train Length determination .
interface

Table 7-7: OTI-L — Logical Interface — List of Inputs

Status Request command refers to ETCS requests for OTI-L status and determined train length.

Start and Reset commands refer to start and stop the train length determination in relation to train
joining/splitting procedures. Reset command is also used by train driver or ETCS to reset OTI-L when

train driver changes, within ERTMS/ETCS data entry procedure, the provided train length value.
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Coupling input is acquired from the rolling stock and used as trigger event to recalculate the train length
after a train joining/splitting procedure.

Euro-balise Identifier and Odometry are acquired from ETCS to determine optionally train length
based on travelled distance between front cabin and train tail based on balise detection.

OUTPUT Functionality Destination

OTI-L status OTI-L sub-system status ETCS/OTI-I VITAL
Train Length Status Train Length determination ETCS/OTI-I VITAL
Train Length Train Length determination ETCS/OTI-I VITAL

Table 7-8: OTI-L- Logical Interface — List of Outputs

OTI-L status refers to OTI-L subsystem status.

Train Length Status refers to the status of train length determination (i.e. available, non-available).
Train Length refers to determined train length.

Note that OTI-I uses OTI-L status, train length status and train length for two reasons:

- Enabling the OTI-I communication to ETCS after that OTI-L has determined and provided train
length to ETCS
- Optional use of train length in OTI Class 2 as input parameter for train integrity monitoring

Note that train composition, optionally determined for train length determination, is confirmed by the
driver through OTI Dashboard.

7.4 Communication protocols

Several protocols are available for on-board communication and an analysis shall be performed respect
to OTI communication requirements specified in D4.1 [1].

The general approach for safe communications consists in a non-vital part implementing lower protocol
layers and a vital part implementing safety related layer. Figure 7-10: depicts approach reported in [5].
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Figure 7-10: Protocol stack safety approach

In the following sections, the communication interface is analysed and described at application level,
protocol level and physical level.

7.4.1 Application level

This section describes the applicative messages exchanged between ETCS and OTI Master for
Enhanced Interface and the messages exchanged between OTI Master and OTI Slave.

In general the OTI device (master or slave), as described in D4.1 [1], shall also check the consistency
of the messages received. Refer to §7.4.1.9 for more detalils.

Some fields introduced in the exchanged messages are necessary to provide protection against the
communication threats described in [6]. Appendix D includes the threats/defences matrices as reported
in [6].

Figure 7-11 depicts the information exchanged between OTI system and ETCS equipment.
As described in the FSM in D4.1 [1], the OTI-I module has three different phases:

e Master-ship
e Inauguration
e Monitoring

In “Mastership phase” the start command is used to determine the role (i.e. master or slave). In other
phases the reset command is used to reconfigure OTI system (e.g. in case train compositions changes).
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In “Inauguration phase”, there is no exchange of information. In “Monitoring phase” the Train Integrity
information is provided to ETCS. In general, OTI device provides also its status to ETCS.

Start Command

Reset Command

Train Length

Status Request

Odometry

OTI-I Status

Train integrity Status

Figure 7-11: ETCS — OTI-I functional interface

Note that train length from ETCS to OTI has been originally introduced for OTI-I for two purposes:

- Trigger event to reconfigure OTI system for a new train composition (i.e. new train length
entered by the train driver during ERTMS/ETCS data entry procedure)

- Optional input for Product Class 2 as train integrity monitoring criterion. In this case the
attribute validity has been included in relation to train length validation during ERTMS/ETCS
data entry procedure.

Information exchanged between ETCS and OTI-L include start and reset commands, odometry and
euro-balise identifier are optionally used as input parameters for train length determination, determined
train length and device status.
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Figure 7-12: ETCS — OTI-L functional Interface

Figure 7-13 represents the information exchanged between OTI Master and OTI Slave.

During the “inauguration” phase the exchanges messages refers to identification request, pairing
request and related answers. In “monitoring” phase the exchanges messages includes train integrity
status, Slave status and optionally also cargo/waggon diagnostic data.
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Figure 7-13: OTI Master - OTI Slave interface

7.4.1.1 List of application level messages

This section provides application level messages list related to ETCS, OTI-1 and OTI-L communication
and OTI Master-OTI Slave communication for train integrity and train length determination functionalities.
Note that in Table 7-9 OTI Master and OTI Slave are referred to OTI-I functionality. In general OTI-1 and
OTI-L are independent function hosted within the same physical equipment. Each message structure is
defined in subsequent sections.

Message description Source Destination Identifier
ETCS message to OTI-I ETCS OTI-l 0x07
OTI-l message to ETCS OTI-I ETCS 0x08
ETCS message to OTI-L ETCS OTI-L 0x10
OTI-L message to ETCS / OTI-I OTI-L ETCS/OTI-I 0x09
Master Identification Request OTI MASTER OTI SLAVE 0x01
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Master Pairing Request OTI MASTER OTI SLAVE 0x03
Master Status Request OTI MASTER OTI SLAVE 0x05
Slave Identification Ack OTI SLAVE OTI MASTER 0x02
Slave Pairing Ack OTI SLAVE OTI MASTER 0x04
Slave Status OTI SLAVE OTI MASTER 0x06
Balise Message OTI SLAVE OTI MASTER 0x12
Slave diagnostic message OTI SLAVE OTI MASTER Ox11

Table 7-9: List of application level messages

7.4.1.2 Messages between ETCS and OTI

The Interface between ETCS and OTI is bidirectional. Each exchanged message is described as
following.

Note that same variables name of ETCS-RBC messages have been adopted also for OTI messages.
Anyway there is no relation between OTI messages and ETCS-RBC messages.

74121

Message from ETCS to OTI

Considering the I/0O list defined in the § 7.2.1, an example of applicative message from ETCS to OTI-I
is depicted in Table 7-10.

Field | Variable Description Size
1 |NID _MESSAGE Message |dentification Number (ID = 0x07). 1 byte
> |L MESSAGE Mess_age_ Iengt_h including everything (from field 1 to 10 bits
- padding inclusive).
3 |SEQ NUMBER Sequence Number of the message 32 bits
Identifier of the source of the message (e.g. NID_ENGINE .
4 |ID_SOURCE if the source is the ETCS) 9e (&9 48 bits
5 |ID DESTINATION Identifier of the receiver of the message (e.g. identifier of 48 bits
- the OTI Master module)
6 |Time ETCS time 3 byte
7 |ETCS _Command Start/Reset/Status request commands 4 bits
8 |Train_Position Train position of front cabin 12 byte
9 |Train_Speed Train speed of front cabin 3 byte
10 |Train_Acceleration Train acceleration of front cabin 3 byte
12 |Train_MovDir Train movement direction of front cabin 2 bits
12 |Train_Length Optional input for OTI-I 12 bits
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Status of train length validation during ERTMS/ETCS data
13 |Train_Length_validity | entry procedure in relation to override case (see note 2 bits
below)
14 |SPARE Future use 4 byte
15 |CRC CRC calculation 6 byte
16 |Padding data Padding bits 10 bits

Table 7-10: “ETCS — OTI-I” message

Note: Validity is referred to the expectional case that train driver changes, during the ERTMS/ETCS
data entry procedure, the train length provided by OTI-L.

Field | Variable Description Size
1 |NID_MESSAGE Message Identification Number (ID = 0x10). 1 byte
> |L MESSAGE Mess_age_ Iengt_h including everything (from field 1 to 10 bits
— padding inclusive).
3 |SEQ NUMBER Sequence Number of the message 32 hits
Identifier of the source of the message (e.g. NID_ENGINE ,
4 |ID_SOURCE if the source is the ETCS) 48 bits
5 |ID_DESTINATION Identifier of the receiver of the message (e.g. identifier of 48 bits
the OTI Master module)
6 |Time ETCS time 3 byte
7 |ETCS_Command Start/Reset/Status request commands 4 bits
8 |Balise_Message Balise message 30 bits
9 |SPARE Future use 4 byte
10 |[CRC CRC calculation 6 byte
11 |Padding data Padding bits 4 bits

Table 7-11: “ETCS - OTI-L” message

7.4.1.2.2 Message from OTI - ETCS

Applicative message from OTI-I to ETCS, considering the 1/O list defined in the § 7.2.1, is reported in

Table 7-12.

Field | Variable Description Size
1 |NID_MESSAGE Message Identification Number (ID = 0x08). 1 byte
> |L MESSAGE Mess_age_ Iengt_h including everything (from field 1 to 10 bit

- padding inclusive).

3 |SEQ NUMBER Sequence Number of the message 32 hit
Identifier of the source of the message (e.g. identifier of .

4 |ID_SOURCE the OTI Master module) 48 bit

5 |ID_DESTINATION Identifier of the receiver of the message (e.g. identifier of 48 bit
the ETCS)

6 |Time OTI device time 3 byte
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7 | OTI-l_Status OTI-I sub-system status 4 byte
8 |OTI Role Role of the OTI Device (Master/Slave) 2 hit
9 |Train_Integrity Status |Train Integrity status. 2 bit
10 |Train_Integrity_Latency | Latency about Train_Integrity _Status information 1 byte
11 |SPARE Future use 4 byte
12 |CRC CRC calculation. 6 byte
13 |Padding data Padding bits 2 hit

Table 7-12: “OTI-| - ETCS” message

Note: when a confirmation of integrity (ETCS side) is received from OTI Master, this does not necessarily
mean that the train is complete at the moment that the confirmation is received, but rather that the train
was known to be complete at some time before the confirmation of integrity was received. This time will
depend on the properties of both the OTI device and the interface. In general, Latency aspects need to
be considered at system point of view to respect the safety level of Train Integrity monitoring function.
This aspect is addressed at sections 7.4.1.4 and 7.4.1.5.

Communication between OTI-L and OTI-I shall comply with EN50159 [6].

Field | Variable Description Size
1 |NID MESSAGE Message Identification Number (ID = 0x09). 1 byte
> |L MESSAGE Mess_age_ Iengt_h including everything (from field 1 to 10 bits
- padding inclusive).
3 |SEQ NUMBER Sequence Number of the message 32 bits
Identifier of the source of the message (e.g. identifier of :
4 |ID_SOURCE the OTI-L module) 48 bits
Identifier of the receiver of the message (e.g. identifier

5 |ID_DESTINATION of the ETCS) 48 bits
6 |Time OTI device time 3 byte
7 |OTI-L_Status OTI-L sub-system status 3 byte
8 |Train_Length status Status for train length information 2 bits

9 |Train_Length Train length 12 bits
10 |SPARE Future use 4 byte
11 |CRC CRC calculation. 6 byte
12 |Padding data Padding bits 0 bits

Table 7-13: “OTI-L — ETCS” message

Note that the message reported in Table 7-13 is also provided from OTI-L to OTI-I.

7.4.1.3 Messages between OTI devices

The interface between OTI-M and OTI-S, during the “Inauguration” phase, has the scope to identify the
OTI modules connected to On-board Communication Network (OCN) and to pair OTI Master in front
cabin and OTI slave at train tail.
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While during the “Monitoring” phase, implements a master-slave communication protocol aimed at
exchanging liveliness messages, status messages and diagnostic messages. The Identified approach
consists in adopting a master slave communication with OTI Slave generating messages only as answer
to explicit requests from OTI Master. Note that assigning liveliness and time management to lower layer
of protocol stack introduced relevant constrains to protocol stack and to on-board communication
network.

7.4.1.3.1 Message OTI Master - OT/ Slave “Inauguration Phase”

Considering the Table 7-14 and Table 7-15 here are shown typical examples of the messages sent by
OTI-M to OTI-S during the Inauguration phase:

Master Identification Request

Field | Variable Description Size
1 |NID MESSAGE |Message Identification Number ( ID = 0x01) 1 byte
> |L MESSAGE Message length including everything (from field 1 to padding 10 bits
- inclusive).

3 |SEQ NUMBER Sequence Number of the message 32 hits

4 |ID_SOURCE Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Master module)

5 |ID_DESTINATION Identifier of the receiver of the message (e.g. identifier of the OTI 48 bits
Slave module)

6 |OTI Role Role of the OTI Device (Master/Slave) 2 bits

7 |SPARE Future use 4 bytes

8 |CRC CRC calculation. 6 bytes

9 |Padding data Padding bits 4 bits

Table 7-14: “OTI Master - OTI Slave” message in Inauguration phase - Identification Request

Master Pairing Request

Field | Variable Description Size

1 |NID_MESSAGE | Message Identification Number ( ID = 0x03) 1 byte

2 |L_MESSAGE Message length including everything (from field 1 to padding 10 bits
inclusive).

3 |SEQ_NUMBER Sequence Number of the message 32 bits

4 |ID_SOURCE Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Master module)

5 |ID DESTINATION Identifier of the receiver of the message (e.g. identifier of the OTI 48 bits

— Slave module)

6 |OTI Role Role of the OTI Device (Master/Slave) 2 bits

7 |SPARE Future use 4 bytes

8 |CRC CRC calculation. 6 bytes

9 |Padding data Padding bits 4 bits

Table 7-15: “OTI Master - OTI Slave” message in Inauguration phase - Pairing Request
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7.4.1.3.2 Message OTI Master - OTI Slave “Monitoring Phase”

Considering the 1/O list defined in the §7.2.2, the applicative message from OTI-M to OTI-S is reported
in Table 7-16.

Master Status Request

Field | Variable Description Size

1 |NID_MESSAGE |Message Identification Number (ID = 0x05). 1 byte

2 |L_MESSAGE :\r/:::eliss?\?:) length including everything (from field 1 to padding 10 bits

3 |SEQ_NUMBER Sequence Number of the message 32 bits

4 |ID_SOURCE Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Master module)

5 |ID_DESTINATION Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Slave module)

6 |OTI Role Role of the OTI Device (Master/Slave) 2 bits

7 |SPARE Future use 4 bytes

8 |CRC CRC calculation 6 bytes

9 |Padding data Padding bits 4 bits

Table 7-16:

“OTI Master - OTI Slave” message in Monitoring phase

7.4.1.3.3 Message OTI Slave - OT/ Master “Inauguration Phase”

Considering the Figure 7-13 here are shown typical examples of the messages exchanged sent by OTI-
S to OTI-M during the Inauguration phase:

Slave Identification Ack

Field |Variable Description Size

1 NID_MESSAGE Message Identification Number (ID = 0x02) 1 byte

> L MESSAGE il\él(e:zliss?\?ee) length including everything (from field 1 to padding 10 bits

3 SEQ NUMBER Sequence Number of the message 32 bits

4 ID_SOURCE Identifier of the source of the message (e.g. identifier of the 48 bits
OTI Slave module)

5 ID_DESTINATION Identifier of the receiver of the message (e.g. identifier of the 48 bits
OTI Master module)

6 |OTI_Role Role of the OTI Device (Master/Slave) 2 bits

7 OTI_Position Information about OTI Slave device (Tail, Non Tail) 2 bits

8 SPARE Future use 4 bytes

9 CRC CRC calculation. 6 bytes

10 |Padding data Padding bits 2 bits

Table 7-17: “OTI Slave - OTI Master” message in Inauguration phase — Slave Identification

Slave Pairing Ack

Field |Variable Description Size
1 NID _MESSAGE Message |dentification Number ( ID = 0x04) 1 byte
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L MESSAGE Mess_age_ Ieng_th including everything (from field 1 to 10 bits
- padding inclusive).
SEQ NUMBER Sequence Number of the message 32 bits
4 ID SOURCE Identifier of the source of the message (e.g. identifier of the 48 bits
- OTI Slave module)
5 ID DESTINATION Identifier of the receiver of the message (e.g. identifier of 48 bits
- the OTI Master module)
6 OTI_Role Role of the OTI Device (Master/Slave) 2 bits
7 OTI_Position Information about OTI Slave device (Tail, Non Tail) 2 bits
8 SPARE Future use 4 bytes
9 CRC CRC calculation 6 bytes
10 |Padding data Padding bits 2 bits

Table 7-18: “OTI Slave - OTI Master” message in Inauguration phase — Slave Pairing Ack

7.4.1.3.4 Message OTI Slave - OTI Master “Monitoring Phase”
An example of applicative message from OTI-S to OTI-M, considering the 1/O list defined in the §7.2.2,

is reported in Table 7-19.

Slave Status

Field | Variable Description Size
1 |NID_MESSAGE Message Identification Number (ID = 0x06). 1 byte
> |L MESSAGE Mess_age_ Ieng.th including everything (from field 1 to 10 bits
- padding inclusive).
3 |SEQ NUMBER Sequence Number of the message 32 hits
4 |ID SOURCE Identifier of the source of the message (e.g. identifier of 48 bits
- the OTI Slave module)
Identifier of the receiver of the message (e.g. identifier :
5 |ID_DESTINATION of the OTI Master module) 48 bits
6 |Time OTI device time 3 byte
7 |OTI Role Role of the OTI Device (Master/Slave) 2 bits
8 |OTI Position Information about OTI Slave device (Tail, Non Tail or 2 bits
unknown)
9 |OTI Device Status Information about the OTI Device 4 bytes
10 |Train_Position Train tail position 12 byte
11 |Train_Speed Train tail speed 3 byte
12 |Tran_Accelerarion Train tail acceleration 3 byte
13 |Train_MovDir Train tail movement direction 2 bits
14 |Train_Slide_ Slip Attribute for odometry data from wheel sensors 2 bits
15 Satelllt'e Io.callzatlon Satellite localization information 20 bytes
ased information
16 |SPARE Future use 4 bytes
17 |CRC CRC calculation 6 bytes
18 |Padding data Padding bits 6 bits

Table 7-19: “OTI Slave - OTI Master” message

Note that satellite localization is a generic field defined to host GNSS information for those products

based on it.
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7.4.1.3.5 Message OTI Slave - OT/ Master “Balise Message Request”

The message reported in Table 7-20 includes the balise message request from OTI Master to OTI Slave.
The balise message is provided to OTI Slave by ETCS located in non-active cabin. This information is
used by OTI Master for train length determination.

Field | Variable Description Size

1 |NID_MESSAGE |Message Identification Number (ID = 0x13). 1 byte

2 |L_MESSAGE :\r/llglii?\?:) length including everything (from field 1 to padding 10 bits

3 |SEQ NUMBER Sequence Number of the message 32 bits

4 |ID_SOURCE Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Master module)

5 |ID_DESTINATION Identifier of the source of the message (e.g. identifier of the OTI 48 bits
Slave module)

6 |OTI Role Role of the OTI Device (Master/Slave) 2 bits

7 |SPARE Future use 4 bytes

8 |CRC CRC calculation 6 bytes

9 |Padding data Padding bits 4 bits

Table 7-20: “OTI Master - OTI Slave” balise message request

7.4.1.3.6 Message OTI Slave - OTI Master “Balise Message”

The message reported in Table 7-21 includes the balise message that OTI Slave receives from ETCS
at train tail. This information is used by OTI Master for train length determination.

Field | Variable Description Size
1 |NID_MESSAGE Message Identification Number (ID = 0x12). 1 byte
> |L MESSAGE Mess_age_ Ieng.th including everything (from field 1 to 10 bits
- padding inclusive).
3 |SEQ _NUMBER Sequence Number of the message 32 bits
4 |ID SOURCE Identifier of the source of the message (e.g. identifier of 48 bits
- the OTI Slave module)
Identifier of the receiver of the message (e.g. identifier

5 |ID_DESTINATION of the OTI Master module) 48 bits
6 |Time OTI device time 3 byte
7 |OTI Role Role of the OTI Device (Master/Slave) 2 bits
8 | OTI Position Information about OTI Slave device (Tail, Non Tail or 2 bits
- unknown)
9 |Balise Message Balise message 30 bits
10 |SPARE Future use 4 bytes
11 |[CRC CRC calculation 6 bytes
12 |Padding data Padding bits 4 bits

Table 7-21: “OTI Slave - OTI Master” balise message

7.4.1.3.7 (Optional) Diagnostic Message OTI Slave - OTI Master
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An example of diagnostic message from OTI Slave to OTI Master, considering the 1/O list defined in the
87.2.2, is reported in Table 7-22.

Note that proposed size for cargo/waggon diagnostic data is to be defined after detail definition of
technological solutions in D4.4 [45].

Slave Diagnostic Message

Field |Variable Description Size

1 NID_MESSAGE Message Identification Number (ID = 0x11). 1 byte

L MESSAGE Mess_age_ Iengt_h including everything (from field 1 to 10 bits
- padding inclusive).

2

3 SEQ NUMBER Sequence Number of the message 32 bits
Identifier of the source of the message (e.g. :

4 ID_SOURCE identifier of the OTI Slave module) 48 bits

Identifier of the receiver of the message (e.g.

5 |ID_DESTINATION identifier of the OTI Master module) 48 bits

6 |[Time OTI device time 3 bytes

7 OTI Role Role of the OTI Device (Master/Slave) 2 bits

. Information about OTI Slave device (Tail, Non Tail .

8 |OTI_Position or unknown) ( 2 bits

9 OTI Device Status Information about the OTI Device 4 bytes

10 |Cargo/Waggon info Cargo/Waggon diagnostic information 28 hytes (TBC)
11 |SPARE Future use 4 bytes

12 |CRC CRC calculation 6 bytes

13 |Padding data Padding bits 2 bits

Table 7-22: Diagnostic Message OTI Slave - OTI Master

7.4.1.4 Latency in ETCS-OTI communication

This section contains general evaluation of ETCS-OTI communication latency and train integrity
information freshness.

Figure 7-14 depicts a communication example with OTI Master generating periodic train integrity
messages to ETCS with period T_OTIM_COMM. In this case the time integrity confirmation received by
ETCS at Ts refers to an information acquired in T». In this case, the general worst-case communication
latency can be considered as composed of T_OTIM_COMM period and ETCS-OTI communication
latency:

WORST_CASE_LATENCY =T_OTIM_COMM + ETCS-OTI communication latency

The first part (i.e. T_OTIM_COMM) is fixed and known in advance, whereas the second part can be
variable and depends on the specific communication link adopted.

An option to evaluate the ETCS-OTI communication latency consists in using time-stamp in train
integrity messages, however this imply a safe clocks synchronization procedure between ETCS and
OTI.
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Figure 7-14: Communication latency in ETCS-OTI interface — Example 1

Figure 7-15 depicts a communication example with ETCS generating periodic requests to OTI Master
with period T_ETCS_COMM.

In this case, the time integrity confirmation received by ETCS at T4 refer to an information acquired in
To. In this case, the general worst case communication latency can be considered as composed of
T OTIM_COMM period and T_ETCS_COMM period:

WORST_CASE_LATENCY = T_OTIM_COMM + T_ETCS_COMM

In this case, no time stamp is needed inside train integrity messages and no safe clock synchronization
procedure is required.
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Figure 7-15: Communication latency in ETCS-OTI interface - Example 2

In general, the WORST_CASE_LATENCY should be considered by ETCS when a train integrity information
is received. The acceptable values of the WORST_CASE_LATENCY range from 1 to 5 seconds. More in
general also the train integrity detection time of OTI device should be taken into account by ETCS.

7.4.1.5 Latency in train integrity information

CR940 [4] specifies how ETCS calculates safe train length, based on last received train integrity
confirmation, and how this information is provided to RBC within the Position Report message together
with train integrity status. As long as train integrity is unknown, the position of train tail position remains
at the location of last received train integrity confirmation.

In general, to calculate the safe train length defined in CR940 [4], ETCS need to keep into account also
the latency of train integrity confirmation. This latency is intended as the time elapsed between the train
integrity confirmation detection at train tail and its delivery to ETCS.

Possible options to manage the latency of train integrity confirmation are reported in the following:

1) The Train Integrity system provides a timestamp with train integrity information sent to the EVC. Note
that this would change the nature of the interface.

Option A) Timestamp in OTI messages.
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» Cons: This requires clocks synchronization mechanism among ETCS, OTI-Master, OTI
Slave with additional exchange of messages.

» Pro: ETCS knows the time of each confirmation event thus maximizing performances
and therefore line capacity.

Option B) Additional parameter in OTI-ETCS message related to information latency.

» Pro: no clocks synchronization required between ETCS and OTI.
» Pro: ETCS knows the latency of each confirmation event thus ensuring good
performances in terms of line capacity.

2) ETCS makes a global allowance for the latency of train integrity information, for example 5 seconds.
This would unnecessarily reduce performance on a railway where trains with a wired solution for train
integrity are used.

» Pro: No changes to the nature of ETCS-OTI interface as defined in Subset-034.
» Cons: This would unnecessarily reduce performance on a railway where trains with a wired
solution for train integrity are used.

3) Each EVC is configured with a value for train integrity latency, which is therefore train-specific.

» Pro: No changes to the nature of ETCS-OTI interface as defined in Subset-034.
» Pro: No performances reductions.
» Cons: This would require additional safety assessment for each on-board specific application.

Based on currently identified options and in relation to pro and cons, the outcome of the analysis is that:

¢ Interms of ETCS backward compatible interface, the options 3 appears as the most appropriate
to ensure best performances in terms of line capacity.

e As non-ETCS backward compatible interface, the options 1-B ensures good performances in
terms of line capacity with limited impact at ETCS level.

7.4.1.6 Definition of variables of applicative messages

This section describes the variables used in applicative messages defined in previous sections. In
general, the guidelines for defining variable’s structure are derived from Subset 026 [2].

7.4.1.6.1 BALISE_MESSAGE

Name Balise Message

Description Identifier of last balise

Length of variable Minimum Value Maximum Value Resolution/formula
30 bits

10 bits — NID_C 0 1023 Numbers

14 bits - NID_BG 0 16382 Numbers

3 bits - N_PIG 0 7 Numbers

3 bits - N_TOTAL 0 7 Numbers
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7.4.1.6.2 ETCS_COMMAND

Name

ETCS Command

Description

ETCS commands to OTI device

Length of variable

Minimum Value

Maximum Value

Resolution/formula

4 bit

Special/Reserved Values

No command

Start command

Reset command

Status request

Arlw|INM|FL]|O

Invalid

7.4.1.6.3 ID_DESTINATION
Name Destination Identification
Description Identification of the destination of the message

Length of variable

Minimum Value

Maximum Value

Resolution/formula

48 bits 1 2% -1 Integers

Special/Reserved Values 0 Used for broadcast message
7.4.1.6.4 ID_SOURCE

Name Source Identification

Description Identification of the source of the message

Length of variable

Minimum Value

Maximum Value

Resolution/formula

48 bits 1 2% -1 Integers
7.4.1.6.5 L_MESSAGE
Name Message length
Description L_MESSAGE indicates the length of the message in bytes, including all fields defined in the message.

Length of variable

Minimum Value

Maximum Value

Resolution/formula

10 bits

0

1023

1 Byte

7.4.1.6.6 NID_MESSAGE

Name

Message identifier

Description

Message identifier. Regards defined values of NID_MESSAGE

Length of variable

Minimum Value

Maximum Value

Resolution/formula
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8 bits 0 255 Numbers
Special/Reserved Values 0x01 Master Identification Request [From Master to Slave]
0x03 Master Pairing Request [From Master to Slave TAIL]
0x05 Train Integrity Request [From Master to Slave]
0x02 Slave Identification Ack [From Slave to Master]
0x04 Slave Pairing Ack [From Slave TAIL to Master]
0x06 OTI Slave Status [From Slave TAIL to Master]
0x07 ETCS Status Request [From ETCS to Master]
0x08 Train Integrity Message [From OTI Master to ETCS]
0x09 ETCS Ready for separation [see Appendix B]
0x10 ETCS Separation Confirmed [see Appendix B]
0x11 Diagnostic Message [From OTI Slave to OTI Master]

7.4.1.6.7 OTI-l_Status

Name

Status of OTI-I sub-system

Description

Include information about the OTI-I device, e.g. OTI-I status, OTI-I FSM Status (i.e. Mastership,
Inauguration, Monitoring), OTI sub-state, Energy Harvesting information, Wireless Interface information.

This field has the following structure:

Byte | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | BitO
1
2
3
4
Length of variable Minimum Value Maximum Value Resolution/formula
4 bytes
Special/Reserved Values
Byte 1 0000xxxXx OTI State - Mastership
Bit 7 0001xxxx OTI State — Inauguration
Bit 6
- OTI State
Bit 5
Bita 0010xxxx OTI State — Monitoring
Bit 3,2,1,0 | Spare
Byte 2 0000000x Mastership substate - SLAVE
Bit 7 0000001x Mastership substate — MASTER
Bit 6 0000010x Inauguration substate — IDENTIFICATION
Bit 5 0000011x Inauguration substate — PAIRING
Bit 4 OTI sub-state 0000100x Monitoring Master substate — INITIALIZATON
Bit 3 0000101x Monitoring Master substate — REGULAR
Bit 2 0000110x Monitoring Master substate — NON-REGULAR
Bit1 0000111x Monitoring Master substate — LOSS
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Bit 0 OTI device 0001000x Monitoring Slave substate — MONITORING NON TAIL
status 0001001x Monitoring Slave substate — MONITORING TAIL
XXXXXXXO0 OTI sub-system Status — OK
XXXXXXX1 OTI sub-system Status — KO
Byte 3 XXXXXXXX Energy Harvesting info. (e.g. status and percentage of stored energy)
Byte 4 XXXXXXXX Wireless Interface info (e.g. status and level of received signal)

7.4.1.6.8 OTI-L_Status

Name

Status of OTI-L sub-system

Description

Include information about the OTI-L device, e.g. sub-system status (i.e. OK, fault), FSM State (i.e. Idle,
Running), Energy Harvesting information, Wireless Interface information.

This field has the following structure:

Byte | Bit7

Bit 6

Bit5 | Bit4 | Bit3 | Bit2 | Bitl | BitO

1
2
3
4

Length of variable

Minimum Value

Maximum Value Resolution/formula

3 bytes

Special/Reserved Values

OOXXXXXX OTI-L FSM Status — Idle (INIT)
Byte 1
TIXXXXXX OTI-L FSM Status — Idle (RESET)
Bit 7
OLXXXXXX OTI-L FSM Status — Running/Unknown (ACTIVE)
Bit 6 oTi-L
- State L1OXXXXXX OTI-L FSM Status — Running/Known (ACTIVE)
Bit 5
Bit4.3.2.1,0 Spare XXOXXXXX OTI-L sub-system status — Regularly working (OK)
XXLXXXXX OTI-L sub-system status - Fault (FAULT)
Byte 3 XXXXXXXX Energy Harvesting info (e.g. status and percentage of stored energy)
Byte 4 XXXXXXXX Wireless Interface info (e.g. status and level of received signal)

7.4.1.6.9 OTI_Position

Name OTI Position
Description Identify the position of the OTI Slave (tail, not tail or unknown)
Length of variable Minimum Value Maximum Value Resolution/formula
2 bits 0 3 Integers
Special/Reserved Values 0 Unknown

1 Tail

2 Non Tail

3 Spare
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7.4.1.6.10 OTI_Role

Name

Role of OTI device

Description

Specifies the role of the OTI device (Master or Slave)

Length of variable

Minimum Value

Maximum Value

Resolution/formula

2 bits 0 3 Integers
Special/Reserved Values 0 Unknown

1 Master

2 Slave

3 Invalid

7.4.1.6.11 SEQ_NUMBER

Name

Message Sequence Number

Description

Sequence number of the message sent by OTI device or ETCS. Refer to §7.4.1.8

Length of variable

Minimum Value

Maximum Value

Resolution/formula

32 hits 0 2%2.1 integers
7.4.1.6.12 Time

Name Time

Description ETCS time in seconds from power-on

Length of variable

Minimum Value

Maximum Value

Resolution/formula

3 Byte

0

2%.1

1s

7.4.1.6.13 Train_Integrity_Status

Name

Qualifier for train integrity status

Description

Quialifier, identifying the train integrity information availability.

Length of variable

Minimum Value

Maximum Value

Resolution/formula

2 bits 0 3

Special/Reserved Values 0 Train integrity status unknown
1 Train integrity confirmed
2 Train integrity lost
3 Invalid

7.4.1.6.14 Train_Integrity_Latency

Name

Train integrity latency
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Description

Latency of train integrity status

Length of variable

Minimum Value

Maximum Value

Resolution/formula

8 bits

0

28-1

1ls

7.4.1.6.15 Train_Length

Name

Train length

Description

Train length information

Length of variable

Minimum Value

Maximum Value

Resolution/formula

12 bits

0

4095

im

7.4.1.6.16 Train_Length_Status

Name Qualifier for train length status
Description Quialifier, identifying the train length information availability.
Length of variable Minimum Value Maximum Value Resolution/formula
2 bits 0 3
Special/Reserved Values 0 Not Available
1 Init
2 Available
3 Invalid
7.4.1.6.17 Train_Length_Validity
Name Quialifier for train length validity

Description Quialifier, identifying the train length information validity in relation to ERTMS/ETCS data entry procedure.
This attribute is referred to the case that train driver changes, during ERTMS/ETCS data entry procedure,

the train length value provided by OTI-L.

Length of variable Minimum Value Maximum Value Resolution/formula

2 bits 0 3
Special/Reserved Values 0 Not Available
1 Validated
2 To Be Revalidated
3 Invalid

7.4.1.6.18 Train_MovDir

Name Train Movement

Description Direction of train movement in relation to the Active Cabin

Length of variable Minimum Value Maximum Value Resolution/formula
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2 bits 0 3

Special/Reserved Values 0 Reverse
1 Nominal
2 Unknown
3 Spare

7.4.1.6.19 Train_Acceleration

Name

Train Acceleration

Description

Train acceleration (respect to direction of movement)

Length of variable

Minimum Value

Maximum Value

Resolution/formula

3 bytes

Byte 1: Train Position 0 255 1ldm/s?
Byte 2: negative error 0 255 1dm/s?
Byte 3: positive error 0 255 1ldm/s?

7.4.1.6.20 Train_Position

Name

Train Position

Description

Train position (absolute travelled distance)

Length of variable

Minimum Value

Maximum Value

Resolution/formula

12 byte

Byte 1+4: Train Position 0 2%2.1 im
Byte 5+8: negative error 0 2%2-1 im
Byte 9+12: positive error 0 2%2.1 im

7.4.1.6.21 Train_Speed

Name

Train speed

Description

Train speed

Length of variable

Minimum Value

Maximum Value

Resolution/formula

3 byte

Byte 1: Train Length 0 255 1m/s
Byte 2: negative error 0 255 1m/s
Byte 3: positive error 0 255 1m/s

7.4.1.6.22 Train_Slide_Slip

Name

Train_Slide_Slip
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Description Attribute for odometry data acquired by wheel sensors

Length of variable Minimum Value Maximum Value Resolution/formula
2 bits 0 3
Special/Reserved Values 0 Nominal (no slide/slip)
1 Slide
2 Slip
3 Not Applicable (in case odometry data are not provided by wheel sensors)

7.4.1.7 CRC calculation

The CRC field of the messages described in §7.4.1.1 and §7.4.1.3 shall be calculated taking into account
the variables as described in the following Table 7-23:

NID_Message Message Fields to take into account for CRC
calculation

0x07 ETCS Status Request [From | NID_MESSAGE
ETCS to Master] (7.4.1.2.1) L_MESSAGE
SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
Time
ETCS_Command
Train_Position
Train_Speed
Train_Acceleration
Train_MovDir
Train_Length
Train_Length_validity
SPARE

0x08 Train Integrity Message NID_MESSAGE
[From OTI Master to ETCS] L_MESSAGE
(7.4.1.2.2) SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
Time

OTI-I_Status
OTI_Role
Train_Integrity Status
Train_Integrity _Latency
SPARE
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0x01

Master Identification Request
[From Master to Slave]
(7.4.1.3.1)

NID_MESSAGE
L_MESSAGE
SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
OTI_Role

SPARE

0x03

Master Pairing Request
[From Master to Slave]
(7.4.1.3.1)

NID_MESSAGE
L_MESSAGE
SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
OTI_Role

SPARE

0x05

Train Integrity Request
[From Master to Slave]
(7.4.1.3.2)

NID_MESSAGE
L_MESSAGE
SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
OTI_Role

SPARE

0x02

Slave Identification Ack
[From Slave to Master]
(7.4.1.3.3)

NID_MESSAGE

L MESSAGE
SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
OTI_Role
OTI_Position
SPARE

0x04

Slave Pairing Ack
[From Slave TAIL to Master]
(7.4.1.3.3)

NID_MESSAGE
L_MESSAGE
SEQ _NUMBER
ID_SOURCE
ID_DESTINATION
OTI_Role
OTI_Position
SPARE
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0x06 OTI Slave Status NID_MESSAGE
[From Slave TAIL to Master] L MESSAGE
(7.4.1.3.4) SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
Time

OTI_Role
OTI_Position
OTI_Device_Status
Train_Position
Train_Speed
Tran_Accelerarion
Train_MovDir
Satellite localization based information
SPARE

0x11 Diagnostic Message NID_MESSAGE
[From OTI Slave to OTI L_MESSAGE
Master] (7.4.1.3.7) SEQ_NUMBER
ID_SOURCE
ID_DESTINATION
Time

OTI_Role
OTI_Position
OTI_Device_Status
Cargo/Waggon info
SPARE

Table 7-23: Fields to take into account for CRC calculation

For CRC calculation, the generator polynomial for SIL 4 communication defined in §10.1.3 of [60] shall
be used.

7.4.1.8 Sequence Number

The variable SEQ_NUMBER defined in the messages of §7.4.1.3 shall be managed as follows:

1) When the OTI Master sends the first “Master Identification Request” message, the
SEQ_NUMBER shall be set to 0 and shall be increased of 1 unit for each new message sent by
OTI Master [SEQ_NUMBER vessage) = SEQ_NUMBER -1 message) + 1];

2) The OTI Slave shall set the value of the SEQ_NUMBER variable equal to the value of the
SEQ_ NUMBER of the last message sent by OTI Master and received by OTI Slave;

3) When the SEQ_NUMBER reaches the maximum value as defined in 7.4.1.6.11, it shall be re-
initialised to O;

The value to be assigned to the variable SEQ_NUMBER defined in the messages 8§7.4.1.1 depends
on the adopted solution for the communication between ETCS and OTI Master.

7.4.1.9 Criteria of consistency

The following sections specify the criteria for the acceptance of the messages received by OTI
devices.
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7.4.1.9.1 OTI Master Data checks

When the OTI Master receives a message sent by OTI Slave shall perform the following checks:

1.
2.

The variables included in the messages shall have one of the possible values defined in § 7.4.1.6;
The value of the ID_SOURCE field received in the messages “Slave Pairing Ack” and “OTI Slave
Status” shall be equal to the value sent by the OTI Slave TAIL in the “Slave Identification Ack”
message;

The value of the ID_DESTINATION field shall be equal to the OTI Master ID;

The value of the ID_POSITION field received in the messages “Slave Pairing Ack” and “OTI
Slave Status” shall be equal to “TAIL”;

The value of the OTI_ROLE field shall be equal to “SLAVE”;

The SEQ_NUMBER shall be equal to the SEQ_NUMBER of the sent message (see §7.4.1.8);
The CRC field shall be correct (see §7.4.1.7).

If one of these checks fails, the OTI Master shall reject the message.

7.4.1.9.2 OTI Slave Data checks

When the OTI Slave receives a message sent by OTIl Master shall perform the following checks:

1.
2.

4.
5.

The variables included in the messages shall have one of the possible values defined in § 7.4.1.6;
The value of the ID_SOURCE field received in the messages “Master Pairing Request” and
“Train Integrity Request” shall be equal to the value sent by the OTI Master in the “Master
Identification Request” message,;

The value of the ID_DESTINATION field shall be equal to the OTI Slave ID (with the only
exception for the “Master Identification Request” message where the “ID_DESTINATION” is set
to “0”);

The value of the OTI_ROLE field shall be equal to “MASTER”;

The CRC field shall be correct (see §7.4.1.7).

If one of these checks fails, the OTI Slave shall reject the message.
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7.4.2 Protocol level
This section contains the analysis of different solutions for protocol stack considering:

- Communication solutions defined in TD2.1 Adaptable Communications
- Communication solution defined in FRCMS

- Communication solution defined in Connecta

- Communication solution defined in DEWI/SCOTT projects

- Euro-radio over TCP/IP [5]

The analysis reported at section 7.4.2.1 evaluates the applicability of communication solutions defined
in Adaptable Communication Services as wireless communication for freight context with OTI Product
Class 2. In general freight application domain includes also the case of wired communication (e.g. with
automatic couplers) addressed by OTI Product class 1.

The specific use case considered at section 7.4.2.1 refers to OTI application to ETCS L3 that implies
availability of track-side commutation networks for train to ground communication. Other wireless
technologies to address other uses cases are described at section 9.

7.4.2.1 Solution defined in TD2.1 Adaptable Communication

Within the Shift2Rail project, especially in IP2, TD2.1 has addressed the issues related to
communication systems for signalling. Within this context, meetings were held to understand what has
already been developed or ideas developed within TD2.1 could be useful for the management of radio
communications for the specific TD2.5 train integrity project.

The conclusions reached during the various meetings are reported in this chapter. The interaction
between TD2.1 and TD2.5 cannot be considered completed, but what is reported offers a state of the
art that becomes a good starting point for the considerations to be made within TD2.5 and future
cooperation between the two TDs.

The Adaptable Communication System (ACS) developed within the TD2.1 can offer a series of services
for wireless communication between OTI master and OTI slave.

Starting from the assumption that the Train Integrity is an On Board function responsible for verifying
the completeness of the train, while the train is in operation. The scope of work consists concretely in
monitoring the status of the train’s tail (i.e. last waggon is regularly advancing in a coherent way in
relation to the movement of the remaining train).

Main goals related to the Train Integrity include:

(1) autonomous localisation of the train tail without interaction with trackside equipment;

(i) safe detection (SIL-4) of train interruption, filtering false alarms conditions;

(iii) capability to establish a wireless communication between the tail and the front cabin, in order
to transfer the confirmation of integrity, without any trackside network support, in the case of
absence of a hardwired train communication line;

(iv) innovative solution to supply the required power for OTI equipment in freight convoy, where
the solution will involve both the generation of energy and its storage.
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In general, the four different S2R application domains influence the assessment and selection of the
communication technology used for enabling the required exchange of data.

For example, trains fully equipped with a TCMS network can leverage the available wireline
communication (typically based on Ethernet) to enable the messaging between train head and train tail
for train integrity. In case a wireline connection is available, the choice for connecting the OTI devices
should be straightforward and a wireless system should not be used.

For other train classes, including freight trains, it can be expected that no wireline connectivity is
available and as such a wireless communication system becomes necessary to enable the exchange
of data to derive the train integrity status.

The next two sections (87.4.2.1.1 §7.4.2.1.2) offer a view of the possible approaches to managing a
wireless connection. In fact, there are two macro families of solutions. Use a device-to-device approach
or use an external infrastructure that is often already present along the line.

The section 87.4.2.1.3 contains some considerations in adopting the ACS platform also for the
communications necessary for the Train Integrity function.

7.4.2.1.1 Device to Device communication or Direct mode (off-net)

From a wireless communication perspective different device-to-device technology options are available.
Examples include Wi-Fi Direct, 802.11p, LTE D2D, 5G C-V2X, Zigbee, Bluetooth. For most of these
technologies the maximum distance between devices range from 100 to 200 meters if high packet
reception ratio (higher than 50%) is required to comply with train integrity requirements.

1
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Figure 7-16: Packet reception rate (PRR) per distance (d) in meters for IEEE 802.11p and LTE V2V
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Motorway scenario (LTE-V2X V2P performance)
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Figure 7-17: LTE-V2P performance in 6-lane motorway scenario
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Figure 7-18: 802.11p V2P PRR performance in 6-lane motorway scenario

In consequence it becomes challenging to support train integrity functionality for long trains (e.g. freight
trains with length >1km). An alternative approach could be considered to equip every waggon with a
communication device to relay the communication from the head to the tail of the train, which would
overcome the issue of maximum distance and at the same time provides new options in terms of using
low-power short distance communication devices.
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Another challenge for using device to device communication is linked to the discovery phase at setup
time. Once the On Board train integrity (OTI) devices are initialized a broadcast operation is used to
collect information about other OTI devices in proximity. Based on the information received the master
OTI at the head of the train and the relevant slave OTI at the tail of the train are computed.

In case other trains are nearby and respond to broadcasts from initializing OTI devices, it becomes
complex to identify only the OTI devices belonging to the same train.

7.4.2.1.2 Infrastructure based cellular communication (on-net)

The exchange of data between the onboard train integrity (OTI) devices could also be done by using
the trackside cellular infrastructure. In other words, the OTI devices sends data to the network and the
network transfers the data to the target OTI device. Even if the train integrity application does not require
wireless infrastructure, the functions in the network would be able to deliver key advantages.

1. Low power cellular devices (LTE-M, NB-10T, etc.) enable reliable communication options for
low throughput applications with limited power requirements;

2. The Train integrity application is typically tied to ETCS Level 3 support on the track which
implies that cellular network coverage and in consequence train-to-trackside communication is
available;

3. The centralized ACS/FRMCS functions can be leveraged to safely identify the OTI devices on
the same train using the mandatory device registration as well as information sources in the
network (e.g. TMS, ETCS, ..);

4. FRMCS requirements foresee peer to peer communication latency lower than 100ms (see.
3GPP TR 22.889)

In summary the trackside-based communication infrastructure provides essential advantages and
overcomes some of the challenges for train integrity in terms of connectivity for long trains as well as
the safe determination of OTI master and slave.

7.4.2.1.3 Application Implications from ACS

Applications have to interface with the ACS and perform the required procedures to leverage
communication services.

1. Each application (On Board or trackside) represents a communication user (ACS user or
FRMCS user), which is linked to a predefined default identity.

2. Each application has to register with the ACS / FRMCS with a defined identification and
authentication procedure before any communication services can be used.

3. An application can optionally register additional logical identities, which will be associated with
the application and as such can be used by other users as the destination address to set up the
communication link. Example: On-Board ETCS {train-running-number}.{network}.{country}

4. The application requests a new communication link from the ACS / FRMCS using a destination
address (other user or application) and the needed communication characteristics (average and
guaranteed throughput, latency, max. error rate, other QoS parameters, etc)

5. Once the communication link is set up by ACS / FRMCS the application can use an IP connection
combined with any transport layer protocol (UDP, TCP, SCTP, etc).
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6. During communication the application can instruct the ACS / FRMCS to change the
communication characteristics (e.g. different QoS) or terminate the connection.

In general the ACS offers a standardized control interface to manage the communication requests and
supports plain IP connectivity for the user plane without additional constraints. At the same time the
ACS hides any technology selection or management procedures from the applications and makes
generic communication services available according to the application needs.

ACS gateway has been defined for train to ground communication, however it is also suitable for train
to train communication (i.e. OTIl Master — OTI Slave communication).

7.4.2.2 Train Integrity communications considered in FRMCS project

As one of the key building blocks for ETCS, GSM-R is a successful rail radio communication technology
not only in Europe but also worldwide. GSM-R as well as telecom standards in general are dependent
on the telecom industry evolution cycles. Since the end of support for GSM-R is planned by 2030
onwards, studies for a successor to GSM-R has been launched as soon as 2012 by the consortium,
named Future Rail Mobile Communications System (FRMCS).

So far, the FRMCS project delivered the User Requirements Specifications (URS) focusing mainly on
rail communication needs as a basis for the development of the GSM-R successor.

Main activities of FRMCS working groups can be summarised as follows:

e The maintenance and evolution of User Requirements Specifications,
e The production of Functional and System Principle Use Cases, necessary for the development

of the corresponding functional and technical standards within telecom standardization Bodies
in ETSI Technical Committee for Rail Telecommunications (ETSI TC-RT) and the 3rd
Generation Partnership Project Technical Specifications Groups (3GPP TSG) and in particular
the Service and System Aspects (SA),

e The definition of migration strategies from GSM-R to FRMCS with their associated impacts in
terms of traffic analysis and frequency spectrum requirements.

OTl is seen from the FRMCS as an application associated with a FRMCS user residing in the train. It is
one of many onboard application use cases captured in the 3GPP technical report TR 22.889, which is
submitted into 3GPP Rel.16 stage 1 and will be worked by stage 2 and stage 3 to identify the technical
solution and details to address the requirements. If the use case is processed in 3GPP Rel.16 the
relevant stage 2 documents become available mid 2019 and stage 3 documents beginning of 2020.

According to the OTI use case, both communication types are foreseen based on 3GPP functionalities:

o “Off-network” communication: In this case, FRMCS System establishes a communication
between the authorised FRMCS Users at the train. The data communication for train integrity
requires the QoS class which matches the application category of “CRITICAL DATA” within the
FRMCS system. The FRMCS system establishes the bearer service required for the data
communication. The FRMCS System verifies if the FRMCS Users are authorised to use the train
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integrity application. The FRMCS Users are exchanging continuously information about the train
integrity until the end of the mission. The entire train integrity communication will be recorded.

e  “On-network” communication: On demand by the FRMCS Users (train integrity entities), the
FRMCS System establishes a communication between the authorised FRMCS Users at the train
and the ground. The data communication for train integrity requires the QoS class which matches
the application category of CRITICAL DATA (according to FRMCS specification) within the
FRMCS system. The FRMCS system establishes the bearer service required for the data
communication. The FRMCS System verifies if the FRMCS Users are authorised to use the train
integrity application. The FRMCS Users are exchanging continuously information about the train
integrity until the end of the mission. The entire train integrity communication will be recorded.

Studied wireless communication alternatives for some OTI applications (e.qg. freight train) assume low-
power consumption devices. This factor should be considered for a proper selection of wireless network
and respecting protocols. FRMCS embraces low-energy cellular systems based on LTE-M (machine to
machine communication) or NB-loT (narrow band Internet of Things) and further enhancements
introduced with 5G.

More technical information beyond the current User Requirements Specification (URS) document will
be made available by UIC (FRMCS coordinator) in the course of 2019 and 2020. At the beginning of
2019 the Functional Requirements Specification (FRS) document will be provided as draft version
followed by the System Requirements Specification (SRS). In 3GPP the FRMCS activities are covered
by the FS_FRMCS studies and the MONASTRY work items.

7.4.2.3 Solution defined in Connecta

The following subsections are intended to explain the protocol stack related to current TCMS in relation
to Train Real-Time Data Protocol and Safe Data transmission Protocol.

7.4.2.3.1 Train Real-Time Data Protocol (TRDP)

This section provide description for Real-Time Data Protocol with a general introduction, a description
for lower layers, communication identifier, process data protocol and data messages.

7.4.2.3.1.1 Introduction

The Train Real-Time Data Protocol (TRDP) is a network protocol for communication over IP-based
networks on trains, and it is part of the Train Communication Network (TCN). The protocol was
developed by the IEC Working Group TC9 / WG43, and standardized in IEC61375-2-3, under the
coordination of the 'Train Communication Network Open Source Special Interest Group' (TCNOpen).
TCNOpen is an open source initiative founded by the railway industry partners, with the aim of jointly
developing key components for the next railway communication standards.

This protocol is executed by a TRDP layer which is placed on top of the TCP/UDP transport layer (Figure
7-19:), allowing the exchange of TCN Process Data (PD) and TCN Message Data (MD) between train
devices (door controls, screens, air conditioners...) over ETB (Ethernet Train Backbone). TRDP could
also be used within the ECN (Ethernet Consist Network) communication.

GA 777465 Page 94 of 217



END DEVICE END DEVICE
Application Application
" safety | TRDP safe data L safety |
layer [~ ansrission protocol T layer |
other TRDP € TRDP protocol . » TRDP other
TCP/UDP TCP/UDP
P \ P
Ethernet \ Ethernet
* TCN \A

Figure 7-19: Overview of TRDP protocol stack

The TRDP layer shall provide services for process data and message data communication to the TRDP
user at upper layer (application) as shown in Figure 7-20:. This service interface (service primitives) is
defined in an abstract way in order not to restrict implementations.

TRDP User (Application) service user

TRDP service
primitives

TRDP Layer service provider

TCP/UDP

Figure 7-20: Interaction between TRDP user and TRDP layer

TRDP layer may optionally be extended by a safety layer, which provides safe end-to-end data
transmission of safety critical process data and message data between any two end devices in the
network (Safe Data Transmission protocol, SDTv2).
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All TRDP data on the wire is defined as big-endian and byte alignment. Possible marshalling of user
data needs to be done by a specific service primitive called from application layer before calling the
TRDP service primitives to send data. Similarly, a possible unmarshalling of user data needs to be done
at application level after receiving data from the TRDP layer.

7.4.2.3.1.2 Lower Layer

I) Data Link Layer

TRDP uses the ETB as defined in IEC 61375-2-5 for data communication within trains.
II) Network Layer

TRDP is based on IP for data exchange between functions located in different consists of a train. IP
addressing of functions and devices is also defined in IEC 61375-2-5. It must be remarked that IP
address assignments may change after train inaugurations.

Data transfer between ETB and ECN is provided by a gateway functionality of the ETBN (ETB node),
as defined in IEC 61375-2-5. As a recommendation, this gateway should only transfer data between
ETB and ECN if the data are consistent with the actual train backbone view and operational train view.
The filtering of inconsistent data within the ETBN reduces the probability that inconsistent data are
transferred to the destination. Nonetheless, it does not release the destination from the responsibility to
check the consistency by itself.

lll) Transport Layer

TRDP uses the services of the UDP and TCP transport layer protocols for data communication. On the
one hand, TRDP process data shall be sent with UDP, whose packet size shall be restricted to the size
of one Ethernet frame. On the other hand, TRDP message data may be sent with UDP or TCP. The
choice shall be done by the user when the message data transfer is invoked. Note that message data
packets exceeding the Ethernet MTU (Maximum Transmission Unit) in size can be transmitted by TCP
in order to avoid problems with packet fragmentation. However, TCP restricts to point-to-point
communication.

For interoperable data communication, the destination port assignments (well-known ports) defined in
Table 7-24 shall be used.

Protocol Destination Port
Process Data 20548
Message Data (UDP) 20550
Message Data (TCP) 20550

Table 7-24: UDP/TCP port assignments

Depending on the type of data to be exchanged and its associated transport layer protocol, the following
guidelines should be followed:
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e For receiving any process data telegrams and for receiving UDP message data notification,
request and confirm telegrams, the well-known port shall be used.
o For receiving UDP message data reply telegrams, the port the related request was sent from
shall be used.
e Forsending any process data telegrams and for sending UDP message data notification, request
and confirm telegrams, a private source port different from the well-known port shall be used.
e For sending UDP message data reply telegrams, any source port different from the one the
request was received from can be used.
e TCP connections shall be established between a source port different from the well-known port
and the well-known port as destination.
e NOTE:
o Using different well-known port numbers may be allowed for project specific purposes.
o The used well-known port numbers should be given as a configuration parameter to the
communication stack.

7.4.2.3.1.3 Communication ldentifier

All TRDP communication is using a so called Communication Identifier (Comld) transmitted in the
header of each PDU (Protocol Data Unit). The Comld forms, together with the source IP address, a
unique identifier of the PDU within the train.

The Comld is application dependent, but it must be remarked that the Comlds 1 to 999 shall not be used
by the application, since they are reserved for specific use (some examples are provided in Table 7-25).

comlid Description
1 ETBCTRL telegram
2 CSTINFO notification message
3 CSTINFOCTRL notification message
10 TRDP Echo
31 TRDP - statistics request command
35 TRDP — global statistics data
130 ETBN — control request
131 ETBN - status reply

Table 7-25: Reserved Comlds

Note that Comld shall be set to zero in the following cases:

e For PDUs with unspecified user dataset.
¢ In message data confirmation messages.
e In message data error messages.

7.4.2.3.1.4 Process Data
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The TRDP Process Data (PD) protocol defines the exchange of PD-PDUs for the transfer of process
data. The communication partners in a process data transfer can have different roles:

o Publisher: The source of process data.
e Subscriber: The sink of process data.
¢ Requester: Requesting the publisher(s) to publish its process data.

TRDP process data shall be cyclically transmitted, or transmitted on request, between a publisher
and one or many subscribers using a connectionless and unconfirmed TRDP service.

Publisher and requester coincide in push communication patterns, whereas a subscriber may also be a
requester in pull communication patterns. Essentially, data exchange patterns initiated by a data source
(an application instance producing user data) are called push patterns, whereas data exchange patterns
initiated by a data sink (an application instance consuming user data) are called pull patterns.

[) Push communication pattern

Process data exchange shall support the following push communication patterns, as defined in IEC
61375-1:

¢ Point to point, cyclic without acknowledge, source knows the sink (Figure 7-21: PD push pattern
(point to point)Figure 7-21:).

e Point to multipoint, cyclic without acknowledge, source knows the sink (Figure 7-22:).

e Point to multipoint, cyclic without acknowledge, source does not know the sink (Figure 7-22:).

publisher subscriber

PD publish [j
| T
|

D
| PDU (data)- -
PD publish [ | I
| PD-ppy, PD consumption
| (dafa)________ T
PD publish [ | !
| T PD consumption
D. P
! PDU (datg — -
| —
: PD consumption

Figure 7-21: PD push pattern (point to point)
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Figure 7-22: PD push pattern (point to multipoint)

II) Pull communication pattern

Process data exchange shall support the following pull communication pattern, as defined in IEC 61375-
1

¢ Point to point, without acknowledge, sink knows the source (Figure 7-23:).

e Multipoint to point, without acknowledge, sink does not know the source (Figure 7-24:).

¢ Point to multipoint, without acknowledge, sink knows the source (Figure 7-25:). Here, one
dedicated subscriber is requesting the known publisher to send its PD-PDU.

e Multipoint to multipoint, without acknowledge, sink does not know the source (Figure 7-26:).
Here, one dedicated subscriber is requesting one or multiple unknown publisher to send their
PD-PDU.
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Figure 7-23: PD pull pattern (point to point)
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Figure 7-26: PD pull pattern (multipoint to multipoint)

[lI) PD-PDU
The structure of a PD-PDU is defined in Figure 7-27:, with additional explanation given in Table 7-26.
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Figure 7-27: PD-PDU
Parameter Description Value
sequenceCounter The sequence counter: Computed,

Shall be managed for sending process
telegrams per Comld/MsgType at each
requester/publisher.

Shall be managed (stored) for received
process telegrams per
SourcelPAddr/Comld/MsgType at each
publisher/subscriber.

Shall be incremented with each sending of
the process telegram. Telegrams sent in
parallel via different subnets are sent with
the same sequence counter to detect
duplication at receiver side.

Can be used for communication layer
surveillance (PD sending).

A surveillance that the application is still updating its
process data (user data) can be done via the safe data
transmission protocol (SDTv2) or can be implemented
by the application (e.g. via a life sign).

start value 0.
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protocolVersion The protocol version shall consist of: Fixed (e.g.
e Higher significant octet: mainVersion, ‘0102’H =
incremented for incompatible changes. protocol
e Lower significant octet: subVersion, version 1.2).
incremented for compatible changes.
msgType Type of the telegram: ‘5072'H (‘Pr’)
e ‘Pr=PD Request ‘5070°'H (‘Pp’)
e ‘Pp’=PD Reply ‘5064'H (‘Pd’)
e ‘Pd’=PD Data ‘5065'H (‘Pe’)
e ‘Pe’ = PD Data (Error)
comld Identifier of the user dataset. Set by user.
etbTopoCnt The ETB topography counter: 0 — 2821,
e Shall be used (train addressing) as defined | Set by user.
in IEC 61375-2-5.
e Shall be set by the user.
o Shall be set for all communication over the
ETB.
e Shall be set if a valid opTrnTopoCnt is set.
e Optional in all other cases. Shall be setto O
(= invalid) if not used.
opTrnTopoCnt The operational train topography counter:
e Shall be set by the user.
e Shall be set for communication between
functions which use information from the
operational train directory (e.g. side
selective operations).
e Shall be set when the source device used
the operational train directory to retrieve
the destination IP address.
e Optional in all other cases. Shall be setto 0
(= invalid) if not used.
datasetLength The dataset length: 0-1432,
e Shall be the length of the user data set in Computed.
number of octets without padding octets.
e Shall be the primary information about the
user data size.
reserved01 Reserved for future use Set to 0.
replyComld The requested Comld: Set by user in
e Shall be used only in a PD request. PD request, in
e Shall be used as Comld in the reply. other telegram
e |If setto 0, the Comld of the request shall types set to 0.
be used for the reply.
e |f setto 0, and the Comld of the request is
also set to 0, the reply shall be sent as an
unspecified PDU.
replylpAddress The reply IP address: Set by user for
e Shall be used only in a PD request. request,
e Shall be used as destination IP address in otherwise set
the reply. to 0.
o If setto 0, the source IP address of this
request shall be used for the reply.
headerFCS The header frame check sequence:
e Shall be calculated for the PD-PDU header.
e Shall not include the headerFCS itself.
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dataset The user data set.

If the user data length is not a multiple of 4 octets,
octets with a value of 0 shall be appended until a
multiple of 4 octets is reached (padding bytes).

Table 7-26: PD-PDU parameters

7.4.2.3.1.5 Message Data

The TRDP Message Data (MD) protocol defines the exchange of MD-PDUs for the transfer of message
data. The communication partners in a message data transfer can have different roles:

e Caller: The source of message data in push communication patterns, or the sink of message
data in pull communication patterns.

e Replier: The source of message data in pull communication patterns, or the sink of message
data in push communication patterns.

Hence, TRDP process data shall be transmitted on request between a caller and one or many repliers
over a confirmed TRDP service.

Since it is thought only for real-time message data, the length of a telegram is limited to 64 kBytes. The
caller is sending a request message with or without user data to the replier(s), and the replier(s) will
send a reply message with or without user data in return, if required by the caller (i.e. a caller shall be
able to define by the request type whether a reply is expected or not). Then, the caller shall quit reception
of the reply by sending a confirmation, if required by the replier (i.e. a replier shall be able to define by
the reply type whether a confirmation of its reply is expected or not).

It must be highlighted that this gives a guaranteed transfer of data as the caller/replier is notified about
the correct reception and processing of the message data.

Therefore, three message data transfer options shall be provided by TRDP (Figure 7-28:):

¢ Request without reply (‘notification’).
¢ Request with reply but without confirmation (‘request without confirmation’).
¢ Request with reply and confirmation (‘request with confirmation’).
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Figure 7-28: Message data transfer options

As previously mentioned, TRDP shall provide two mechanisms to transfer message data (via UDP and
via TCP), but the different service primitives of the two possibilities shall not be mixed.

I) Push communication pattern

Message data exchange shall support the following push communication pattern, as defined in IEC
61375-1:

Point to point, sporadic with acknowledge, source knows the sink.

Point to point, sporadic without acknowledge, source knows the sink.

Point to multipoint, sporadic with acknowledge, source knows the sink.

Point to multipoint, sporadic without acknowledge, source knows the sink.
Point to multipoint, sporadic with acknowledge, source does not know the sink.
Point to multipoint, sporadic without acknowledge, source does not know the sink.

II) Pull communication pattern

Message data exchange shall support the following pull communication pattern, as defined in IEC
61375-1:

Point to point, sporadic with acknowledge, sink knows the source.

Point to point, sporadic without acknowledge, sink knows the source.

Point to multipoint, sporadic with acknowledge, sink knows the source.

Point to multipoint, sporadic without acknowledge, sink knows the source.

Point to multipoint, sporadic on first acknowledge, sink does not know the source.
Point to multipoint, sporadic without acknowledge, sink does not know the source.

[I) MD-PDU

The structure of an MD-PDU is defined in Figure 7-29:, with additional explanation given in Table 7-27.
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Figure 7-29: MD-PDU

Parameter Description

Value
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sequenceCou nter

The sequence counter:
e Shall be incremented with each repetition
of the message (return to 0 on overflow).
e Shall be returned with the reply message.

Computed, start
value 0..

protocolVersion

The protocol version shall consist of:
e Higher significant octet: mainVersion,
incremented for incompatible changes,
e Lower significant octet: subVersion,
incremented for compatible changes.

Fixed (e.g.
‘0102’'H =
protocol version
1.2).

msgType Type of the telegram: ‘4D6E‘H (‘Mn’)
e ‘Mn’ = Notification (Request without reply) ‘4D72'H (‘Mr’)
e ‘Mr’ = MD Request with reply ‘4D70°H (‘Mp’)
e ‘Mp’ = MD Reply without confirmation ‘4D71°H (‘Mq’)
e ‘Mg’ = MD Reply with confirmation ‘4D63'H (‘Mc’)
e ‘Mc’ = MD Confirm ‘4D65°H (‘Me’)
o ‘Me’ =MD error
comld Identifier of the user dataset. Set by user.
etbTopoCnt The ETB topography counter: 0 —282-1,
e Shall be used (train addressing) as defined | Set by user.
in [IEC 61375-2-5.
e Shall be set by the user.
o Shall be set for all communication over the
ETB.
e Shall be set if a valid opTrnTopoCnt is set.
e Optional in all other cases. Shall be setto O
(= invalid) if not used.
opTrnTopoCnt The operational train topography counter:
e Shall be set by the user.
e Shall be set for communication between
functions which use information from the
operational train directory (e.g. side
selective operations).
e Shall be set when the source device used
the operational train directory to retrieve
the destination IP address.
e Optional in all other cases. Shall be setto O
(= invalid) if not used.
datasetLength Length of the user data set in number of octets without | 0 — 65388,
padding octets. Computed.
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replyStatus The status value shall be set by the replier to report < 0: NOK
the execution result of a request message or by the =0: 0K
caller sending a confirmation. The execution result is > 0: user reply
supplied by the replying application and transmitted to | status
the requesting application in addition to the reply
message itself.
In case of a TRDP error reply ( ‘Me’) the value is
supplied by TRDP:
e -—1: reserved
e —2:session abort
e —3:no replier instance (at replier side)
e —4:no memory (at replier side)
e —5:no memory (local)
e —6:no reply
e —7:not all replies
e —8: no confirm
e -O:reserved
e -10: sending failed
sessionld The session identification: Computed.
e Shall identify a “request-reply” or a
“request-reply-confirm” session which is
composed of a caller session and a reply
session.
e Shall identify a “request-error” session
when the replier’'s TRDP layer returns an
error message.
e Shall be computed at caller side and
reused at replier (listener) side.
e Shall be used at caller side to relate a reply
or error message to the original request
message.
e Shall be used at replier side to identify a
retransmission of the request in case the
reply message was not received and to
identify the confirm message.
replyTimeout The reply timeout value shall be set to define the 1-23%2-1

expected reply time (in ps) in a “request-reply”
session.

Shall be set to 0 for 'Mn', 'Mp', 'Mc' and 'Me' type
telegrams.

0: infinite time

sourceURI

The source URI:
e Shall be used for functional addressing.
e Shall be a null terminated string.
e Filling bytes at the end shall be set to 0.
e Shall contain only the “user part” without
“host part” and “@".
e May be an empty string (all 0).

destinationURI

The destination URI:

Shall be used for functional addressing.
Shall be a null terminated string.

Filling bytes at the end shall be set to 0.
Shall contain only the “user part” without
“host part” and “‘@”".

May be an empty string (all 0).
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headerFCS The header frame check sequence:

e Shall be calculated for the MD-PDU header.
e Shall not include the headerFCS itself.
dataset The user data set.

If the user data length is not a multiple of 4 octets,
octets with a value of 0 shall be appended until a
multiple of 4 octets is reached (padding bytes).

Table 7-27: MD-PDU parameters

7.4.2.3.2 Safe Data Transmission protocol (SDTv2)

This section provide description for Safe Data Transmission protocol including introduction, vital data
packet, safe data source, safe data sink and safety analysis.

7.4.2.3.2.1 Introduction

TRDP layer may optionally be extended by a safety layer, which provides safe end-to-end data
transmission of safety critical (vital) process data and message data between any two end devices in
the network. For this purpose, Safe Data Transmission protocol (SDTv2) provides a safe communication
path between a Safe Data Source (SDSRC) and one or several Safe Data Sinks (SDSINK). This safe
communication path is called "SDTv2 channel" (Figure 7-30:), which starts and ends at safe
applications, and covers the entire path along from the SDSRC application to the SDSINK application(s).
This includes the Train Communication Network (TCN), as well as the communication layers related to
the TCN which reside on the Safe End Devices (ED-S) hosting the safe application, both of which are
considered not trustable from a safety point of view.

SDTv2 SDTv2
apgication applicaion
interface irhesrinne

SDTv2 Channet »l
communicaion communicaon
chasro| charmal|
Intertace Interfans

Apph-
cation
—%§—-— A S — - —
[ SDTV2 ‘
Com Layer

ED-S | | ED-S
o I ‘ | = r—
train § 2 | 13
communication jzf g L‘Q‘ 3%
network | - _504”
| 2l
| |
i o
safe area / ' unirusted area b safe area

Figure 7-30: SDTv2 channel
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An ED-S may contain one or a number of SDSRCs or SDSINKSs, respectively. SDSRC and SDSINK
itself can be described as a composition of the safe application and the SDTv2 protocol layer, which
provides two interfaces:

¢ The communication channel interface is defined by the communication technology underneath
(i.e. TRDP), and it is the interface where SDTv2 protocol data units (called Vital Data Packets
(VDP)) are sent to or received from the TCN.

e The SDTv2 application interface, which is product specific, is the place where safety related
process data are put to or get from the application.

The SDTv2 layer, on SDSRC side, has mainly the task to add protocol information to form a VDP, which
is necessary for a safe transfer of those data over the network, prior to sending. On SDSINK side, the
SDTv2 layer validates received VDPs, and if validation is successful, contained vital data are exposed
in the SDTv2 application interface.

As in the case of TRDP, all data within SDTv2 shall be transmitted in big-endian format, and all data
structures used within SDTv2 shall be naturally aligned.

7.4.2.3.2.2 Vital Data Packet

A SDSRC shall encapsulate safety critical data in a Vital Data Packet (VDP) before transmission. VDPs
transferred over ETB (ETB-VDP) are transmitted within the user data part of a TRDP process data
telegram. A VDP may also be transmitted within the user part of a TRDP message data telegram, but
with some restrictions.

The structure of an ETB-VDP is defined in Figure 7-31, with additional explanation given in Table 7-28.

implicit »le send N
field | telegram d
SID Vital Process Data Trailer
32 bit 128 bit
< scope of safety code »

Figure 7-31: ETB-VDP
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Parameter Description

Source identifier All sources of safety related data (SDSRC) shall be
(SID) identified by a SID. Itis a unique identification of the
VDP within the train wide network, both in space
(different SDSRC have different SID) and time (SID of
SDSRC must change after train inaugurations
changing the train topology).
The SID shall be an unsigned32 value which is
computed as a SC-32 signature of a data structure
containing the following parameters, which ensures its
unigueness:
e User defined Safety Message Identifier (SMI),
which shall be unique within a consist.
e Version of the SDTv2 protocol.
e Unique consist identifier
o Safe Topograph Counter (STC), which is a
unique identification of the actual train

composition.
Vital process data User defined data set with safe and non-safe
(VPD) process data (padding bytes may be necessary to
have a total length of a multiple of 4 octets).
Trailer with check These parameters are used by the SDSINK receiver to
parameters verify the correctness of a received VDP. It includes:

e UserDataVersion, i.e. the version of the vital
process data part.

e Safe Sequence Counter (SSC), which is
incremented each time a new VDP is
generated and stored to the communication
channel interface.

e SafetyCode: SC-32 cyclic redundancy code
(CRCQ). It is computed over VDP, starting with
most significant byte of VPD up to the SSC
(seed value: SID).

Table 7-28: ETB-VDP parameters

7.4.2.3.2.3 Safe data source (SDSRC)

A safe data source is intended to produce VDPs, meaning that the VDPs are generated and are
subsequently passed to the communication layer for transmission. It must be remarked that VDPs shall
not be produced if the end device hosting the SDSRC is not a safety device.

There is an application aimed at safe data preparation, i.e. responsible for providing the vital process
data to be sent with SDTv2. Two input data classes are distinguished:

e Continuous data: Those data are characterized by changing their value more or less
continuously over time (e.g. speed signal). Only samples of those data need to be transmitted.
After sampling, the sampled data value is kept constant until the next sample (sample and hold
principle).

o Discrete data: Those data are characterized by changing their value on event (example: doors
close/open signal). All different values of those data need to be transmitted, because otherwise
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safety related information might get lost. The application shall ensure that all value changes of
a discrete input data item (signal) are sampled and that the samples are kept stable in the SDTv2
application interface.

It is convenient to have redundant SDSRCs. The redundancy principle is to have two redundant source
devices (SDSRC-A and SDSRC-B) forming one redundancy group. The input signal is read by both
source devices, but only one device (redundancy leader) is actively sending VDPs to the sink (SDSINK),
while the other device (redundancy follower) is not sending. Both source devices supervise each other,
and if the redundancy follower detects a failure of the redundancy leader, it starts actively sending to
SDSINK (Figure 7-32:).

=
—® Al =3 \ SDSINK
Hnnl
out A SDSRC-A
signal utual R -
B e ——i ~
y
- Appl %——J
SDSRC-B

Figure 7-32: Redundancy group (example with 2 SDSRCs)

7.4.2.3.2.4 Safe data sink (SDSINK)

A safe data sink is intended to receive ("sample") VDPs, in order to validate them and to expose received
process data in the SDTv2 application interface. "Sampling" of VDPs in this context means that the most
recent VDP is read from the communication channel interface. Each received VDP can be classified as
follows:

¢ Duplicate VDP: A received VDP is considered a duplicate if it is identical to the VDP received
before.
e Correct VDP: A received VDP is considered correct if:
o SafetyCode is correct (computed SafetyCode value is identical to the SafetyCode value
contained in the VDP);
o UserDataVersion is correct (equals the expected user data version value).
e I|nitial VDP: A received VDP is considered initial in one of the following cases:
o Itis not a duplicate;
o ltis the first correct VDP received after power-up/reset;
o ltis the first correct VDP received after a communication loss;
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o It is a correct VDP, but where the SafetyCode evaluation has been done with the
alternative SID of the redundant SDSRC (a VDP with a different SID may be received
when a redundancy shift occurs within a SDSRC redundancy group).

e Fresh VDP: Areceived VDP is considered fresh if:

o Itis correct;

o The VDP is not the initial VDP;

o The SID of the VDP is identical to the initial SID;

o Itis areal successor to the initial or fresh VDP received before.

¢ Valid VDP: Areceived VDP is considered valid if it is a fresh VDP or a duplicate of the fresh VDP
received before. In all other cases, it shall be considered invalid.
e Discarded VDP: Discarding a VDP means not to expose its data to the application.

SDSINK is also in charge of checking VDP integrity, filtering those VDPs which are not correct. After a
power-up, reset, redundancy shift or a loss of safe communication, the receiver waits for the reception
of an initial VDP, which is used to synchronize the SDSINK with the SDSRC. Nevertheless, receiving
the initial VDP is not sufficient to indicate the reception of valid and safe data to the application. This will
be done only with the next received fresh VDP, which matches the “window of expected SSC*. This
window defines a range of allowed SSC values which have to be matched by the VDPs following the
initial VDP, in order to ensure that the received VDPs are in correct sequence. This window is shifted to
the right with each received VDP, so subsequent VDPs need to match the shifted window. In the
example of Figure 7-33:, a VDP with SSC = 09 has been received. The next VDP is expected to have a
SSC in the range of 09 to 13. If the next received VDP has a SSC of 09, it will be a duplicate of the
previously received VDP. If it has a SSC of 10 to 13, it will be a fresh VDP. All VDPs matching the
window are called “valid”, but only those with a new SSC value are called “fresh”. After receiving the
VDP with SSC = 10, the window is shifted by one covering now the range of 10 to 14.

88C: ....00 01 02 03 04 05 @6 @7 0§ 09|10 11 12 13 14 15 16 17 18 ...

window

of expantteti
(valid) SSC

Figure 7-33: VDP integrity check (example)

Besides, SDSINK is also able to detect two redundant active SDSRCs (both sending VDPs) by means
of checking the “guard time”, which starts with the reception of an initial VDP. If a VDP with a SID
different from the expected one is received during that time, SDSINK will assume that both redundant
SDSRCs became active and shall indicate loss of communication safety. Such an event is called "guard
time violation".
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7.4.2.3.2.5 Safety analysis

A safety analysis performed in CONNECTA concluded that SDT protocol is capable of guaranteeing
a safety integrity level SIL4 (SDTv4) if the structure of the VDP is modified as follows (there are two
possible alternatives):

e Variant 1: Use of small safety frames with a maximum payload of 8 bytes (hote that reducing the
amount of safety related data within a safety frame could also reduce the error probability). In
this case, the CRC computation has to be executed once by using the same polynomial as the
computation of the SID.

e Variant 2: Use of large safety frames with a maximum payload of (PDU-Size — Trailer) bytes. In
this case, the CRC computation has to be executed twice by using a second suitable generator
polynomial. When choosing the polynomials, care should be taken that at best the polynomials
have no common factors.

7.4.2.4 Euro-radio over TCP/IP [5]

The EN50159 [6] defines the reference architecture for safety-related systems using open transmission
systems.

A safety system designed in conformity to this architecture can be used by application processes to
exchange safety-related and non-safety related information with remote application processes using the
services of the Radio Communication System (RCS).

RCS is part of the Open Transmission System along with the Open Network (public or railway owned),
as established by EN50159 [6] and depicted in the Figure 7-10: of the following document.

It is composed by two components:

o Safety Functional Module (SFM), that encompasses the functionalities of the safety-related
transmission system.

e Communication Functional Module (CFM) that provides the functions of the communication
system based on circuit switched bearer services of GSM-R PLMN.

The EURORADIO, as safety communication protocol, is compliant with this RCS architecture. The
protocol level communicates with its neighbouring levels through different interfaces:

o The lowest level interface, is interposed between RCS and the chosen transmission medium; it
is composed by a user plane, that deals the transferring of user data, and a control plane, that
take care of connection management.

e The second interface, optional and not required for ERTMS level 1 Radio Infill unit, interfaces
non-safe applications or support applications and the Communication Functional Module.

e The third Interface is a service interface between safe applications (e.g. ATP/ATC) and SFM
(safety layer).
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The coordinating function of the CFM covers the OSI layer 4 (Transport layer), layer 3 (Network layer)
where performs routing, and layer 2 (Data Link layer) where can handle GSM-R modems and fixed
network. At the Transport layer the X.224 protocol for connection mode transport service is used,; it also
ensures the interoperability with remote entities.

The safety services of SFM provide safe connection setup, and safe data transfer during the connection
lifetime.

In particular, the Safe Service (SaS) user exchanges data with the SaS provider and the safe data
transfer takes care of data integrity and data authenticity. These safe services are accessed by means
of safe service primitives with their corresponding parameters at the Safe Service Access Point
(SaSAP).

An example of a protocol stack is the use of Euro-radio over TCP/IP is shown in Figure 7-34:.
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Functional ER Safety layer I:I 4 EuroRadio Safety protocol R
Module

( ALE protocol
Adaptation layer |:| < >

Transport protocol (TCP)

Comm. Transport layer
Functional

Module =)
Network layer

| Data Link layer I:l
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A
\J

A
\J

A
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Figure 7-34: Protocol Stack of Euro-radio over TCP/IP

Its applicability to the OTI monitoring function, based on the communication between OTI-M and OTI-S
modules, is reported in Figure 7-34.
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Safety Protocol
ER Safety Layer R ER Safety Layer
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Figure 7-35: Model of Euro-radio protocol for OTI Monitoring function

The OTI Master module can be considered as a safety user, installed in the head of the train, which
communicates with its OTI Slave module(s) (other safety user(s)) through one or more safe service
access points by means of the safe service primitives, implemented by Euro-radio (ER) Layer.

The peer safety entities support safe connection exchanges by means of safety protocol data units
(PDU).

These protocol exchanges use the services of the transport layer via one Transport Connection (TC)
through one transport service access point (TSAP) inside the CFM module.

Based on these exchanges of data (PDU) the two safety users (OTI master and OTI slave module) can
monitor the communication vitality and check the train integrity functionality.

An example of Master-Slave communication based on the Euro-radio protocol over TCP/IP is shown in
Figure 7-35. Request and ACK messages exchanged between Master and Slave modules are sent
through Euro-radio protocol over TCP/IP while the parameters T_OTIM_I, T_OTIM_COMM, T_OTIM_L
and T_OTIM_R are configuration parameters. Detailed description of master slave communication is
reported in D4.1 [1].
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7.4.2.5 New rail digitalisation services - Solution defined in IP5 for Freight Environment

This solution propose looking forward the evolution of the rail services, taking into account the objective
of Shift2Rail focused on research, innovation and market-driven solutions by accelerating the integration
of new and advanced technologies. With rail digitalization on the horizon, it is important to consider
protocols in which may be possible to integrate not only current services, but the future ones.

New market perspectives should be analysed to boost the rail supply industry’s competitive edge,
guaranteeing safety and security. Furthermore, looking to the future of railway technologies, it is
important to set the focus on wireless communication protocols.

DEWI [46] [16] and SCOTT [9] projects focus on Train Integrity (and other rail services) have analysed
several protocols for all layers in OSI model. To define the distribution, access and transport layer, for
current and new rail services (On-Board and On-Track services); and different Sensor Network solutions,
these projects make use of the Semantic Sensor Network Ontology [47] for describing sensors and their
observations, the involved procedures, the studied features of interest, the samples used to do so, and
the observed properties, as well as actuators.

The works from DEWI and SCOTT are been used in IP5 FR8RAIL project [9] for the communication
stack protocol, ontology, data model and interface definition. The ontology defined in IP5 for freight
services is considered an input for the Canonical Data Model of S2R for freight rail environment.

Thinking in the future integration of several services which complement the On-Board Train Integrity
service, it is recommended the use of open standard protocols which facilitates broader adoption of new
technologies. In this context, messaging protocols such as AMQP or MQTT are gaining relevance in
several fields related to future deployments in an |oT environment. Furthermore, the AMQP/MQTT
standards, which are proposed as the most suitable candidates for session and application layers, are
fully compliant and recommended for 10T solutions (WSN and actuators) by the AIOTI* and follows the
main structure of ISO/IEC 29182 — Sensor Network Reference Architecture [48].

In addition, AMQP offers several benefits, such as reliability, safe delivery of messages, secure
connection or extensibility. This last benefit has an actual importance looking forward to compatibility
and scalability in future developments of new standards and protocols. AMQP also complies with
interoperability. As an example, the Interoperable Train Control (ITC) group integrated in the American
Association of Railroads (AAR), is developing a communications messaging standard using AMQP [49]
to support interoperability.

It is important to identify which protocols in the OSI lower layers can comply with application and
presentation layers. Moreover, the integration of OTI functionalities in a more complex system that
allocates other functionalities and guarantees safety and security is one of the main challenges of the
current rail innovative projects. For this reason it is important to define a protocol level which covers the
new market perspectives and also accomplish the time to market requirements. In the figure below, the
protocol stack used in IP5 is proposed following the OSI model:

1 AIOTI: Alliance for Internet of Things Innovation
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